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1. Introduction

In this project, Transmission Control Protocol (TCP) is verified by checking the bisimulation equivalence and by model checking. Concurrency WorkBench (CWB) developed by the department of computer science at the university of Edinburgh is used as a verification tool. We can define behaviors in temporal CCS and also can define propositions in modal logic. In order to achieve the goal, the original TCP is simplified to have the normal behaviors.

2. The Transmission Control Protocol (TCP) Overview

TCP is a connection oriented, reliable, byte-stream protocol. TCP connection begins with a client doing an active open to a server. Assuming that the server had earlier done a passive open, the two sides engage in an exchange of messages to establish the connection. Only after this connection establishment phase is over do the two sides begin sending data. Likewise, as soon as a participant is done sending data, it closes one direction of the connection, which causes TCP to initiate a round of connection termination messages. The algorithm used by TCP to establish and terminate a connection is called three-way handshake. Fig.1 shows the finite state machine of TCP connection and disconnection.
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Fig. 1   The finite state machine of TCP

TCP uses sliding window algorithm to guarantee the reliable/ordered delivery of data and to enforce flow control between the sender and the receiver. In addition to that, TCP implements the end-to-end congestion control. The essential strategy of TCP is  to send packets into the network without a reservation and then to react to observable events that occur.

3. TCP Modeling

In order to simplify the verification, the finite state machine of TCP is reduced with only essential transitions while all the states are unchanged.  Fig. 2 shows this simplified version of TCP finite state machine
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Fig. 2  The simplified finite state machine of TCP

Based on this state machine, we defined model of TCP in process algbra. From the abstract level, TCP can be modeled as having a bi-directional channel between a server and a client. The bi-directional channel is simply modeled by two unidirectional channels. A client has external behaviors of sending and receiving control messages and sending data messages. A channel has the corresponding reactions to those behaviors that will be defined as coactions. A server has external behaviors of sending and receiving control messages and receiving data messages. Likewise, the channel has the corresponding coactions. Fig. 3 and Fig.4 show the external model and user interface of TCP.
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Fig. 3   Abstract Model of TCP
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Fig. 4  User Interface of TCP

From this simplification, states and transitions are modeled as agents for a server, a client and channel. 

3.1 TCP Modeling

In process algebra, TCP is defined as a parallel composition of a client, a channel and a server. And the channel is defined as a parallel composition of a channel from client to server and a channel from server to client.

3.2 Client / Server / Channel Modeling

For a client, 9 agents need to be defined (Closed, SynSent, Established, CloseWait, LastAck, FinWait1, FinWait2, Closing, TimeWait). For a server, 10 agents need to be defined (Closed, Listen, SynRcvd, Established, CloseWait, LastAck, FinWait1, Closing, FinWait2, TimeWait). Between these server and client lies a bi-directional channel consisting of two unidirectional channels. Channel agents are defined using the coactions of the client/server actions. 

4. Equivalence Checking

The objectives of the TCP equivalence checking are to ensure that there is bisimilarity between TCP finite state machine and high level abstraction of the behavior - specification. Since we defined TCP using agents, we need to define specification agents that describe the correct behaviors. 

4.1 Weak bisimulation equivalence 

In the presence of invisible actions, weak bisimulation equivalence allows distinguishing between systems that differ from one another merely by the number of times that invisible actions are performed. Weak bisimulation equivalence is defined in a similar way to bisimulation equivalence, but with respect to the extended event relation. It allows reasoning about the modeled systems on a level of abstraction that does not count how many times invisible actions occur repeatedly.  Formally, E (wbis F when there exists a relation R between agents such that

1. E R F

2. For each pair of agents E’ and F’, and (( Act ( {(}, the following conditions hold:

a. If E’R F’ and E’ (( E’’, then there exists some F’’ such that F’ (( F’’, and E’’ R F’’
b. If E’R F’ and F’ (( F’’, then there exists some E’’ such that E’ (( E’’, and E’’ R F’’
4.2 Open-close phase

The first agent to check weak bisimulation equivalence is open-close phase agent. The specification is defined below and since this agents can have infinite actions, observational deadlock must not exist. The CWB shows that the agents TCP and Spec are bisimulation equivalent.

	agent AgentSet = (Closedc | Chan | Listens);
agent TCP = AgentSet\ActionSet;

agent Spec =  open.(closes.closec.Spec + closec.closes.Spec);


4.3 Connection setup phase

TCP uses three-way handshaking protocol for connection setup phase. Fig. 5 shows the connection setup state machine. In this case, deadlock need not be checked from the obvious reason. A server agent and a client agent are defined according to the expected behavior. A server and a client should transit from the initial states for Established state. The CWB shows that the agent TCP_con_set and Spec_con_set are bisimulation equivalent.

	agent TCP_con_set = AgentSet\ActionSet;

agent Server_con = recvsyncs.sendsynacksc.recvacksyncs.Estbs;

agent Client_con =  open.sendsyncs.recvsynacksc.sendacksyncs.Estbc;

agent Spec_con_set = (Server_con | Chan | Client_con)\CloseActionSet;
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Fig.5  connection setup phase state machine

4.4 Data transmission phase

In this phase, we check that if a message is sent from a client a server will eventually receive the message. Since we do not model the reliable message delivery, this phase shows the correctness of the channel modeling. A client and a server stay in Established state. The CWB shows that the agent Established and Spec_Estb are bisimulation equivalent.

	agent Established = (Estbc | Chan | Estbs)\UnnecessaryForMsgAction;

agent Spec_Estb = (senddatacs.recvacksc.Estbc | 



   recvdatacs.sendacksc.Estbs |



   'senddatacs.'recvdatacs.Chancs |



   'sendacksc.'recvacksc.Chansc)\UnnecessaryForMsgAction;


4.5 Disconnection phase 

In the new TCP model, there are four cases of disconnection phases that are the most common state transitions in the original TCP disconnection phase. These four cases are defined as agents and the specification is the disjunction of these four cases. Fig. 6 shows the four possible state machines. The CWB shows that the agent TCP_discon and Spec_discon are bisimulation equivalent.

	agent AgentSetFromEstb = (Estbc | Chan | Estbs);

agent TCP_discon = AgentSetFromEstb\ConnectActionSet;

agent Discon1 = (Server_discon1 | Chan | Client_discon1);
agent Discon2 = (Server_discon2 | Chan | Client_discon2);
agent Discon3 = (Server_discon3 | Chan | Client_discon3);
agent Discon4 = (Server_discon4 | Chan | Client_discon4);
agent Spec_discon = (Discon1+Discon2+Discon3+Discon4)\ConnectActionSet;
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Fig. 6 disconnection phase state machine

5. Model Checking

The CWB has a model checker for determining the satisfiability with respect to a given agent of propositions expressed in the prepositional modal (-calculus.

With respect to the simplified TCP model, we can define properties that can be used to verify the correctness of the model. In order to do that the temporal logic should be translated in (-calculus formula. The first property is safety. Safety for TCP is defined that if there is no connection, then there cannot be a message delivery. It can be redefined as a safety regarding to connection and a safety regarding to disconnection.  These properties are defined below. Liveness for TCP is defined for a client, a server and a channel. If a client (server) goes to Established state, a server (client) will eventually go to Established state. If a data message is sent from a client, the client will receive an ack from the server. The CWB shows that the TCP agent satisfies both safety and liveness properties.

	Prop Always(A) = max(X.A & [-]X);

prop Poss(A) = min(X.A | <->X);

prop Even(A) = min(X.A | (<->T & [-]X));

prop Evenaction(a) = min(X.<->T & [-a]X);

prop Can(a) = min(X.<a>T | <t>X); 

prop Can’t(a) = ~(Can(a));

prop StrongUntil(P, Q) = min(Z.Q | (P & [-]Z & <->T));

prop WeakUntil(P, Q) = max(Z.Q | (P & [-]Z));

prop Safety1 = Always(WeakUntil(Can’t(senddatacs), Evenaction(recvsynacksc)));

prop Safety2 = Always(WeakUntil(Evenaction(sendfincs), Can’t(senddatacs)));
prop Livedata= Always([senddatacs] Evenaction(recvacksc));

prop Lives = Always([recvsyncs] Evenaction(recvacksyncs));

prop Livec = Always([sendsyncs] Evenaction(sendacksyncs));


6. Conclusion

The verification shows that the simplified TCP shows the bisimulation equivalence with the specification and that it satisfies the safety and liveness properties. Since we simplified the original protocol, there is the limitation of this verification. First, we assume that the data message is sent only from a client to a server. Although modeling the bi-directional data delivery may complicate the channel and the client and server modeling, it is almost certain that this extension will not affect the connection and disconnection phase protocol. Second, the original TCP has the features of reliable message delivery, flow control and congestion control. These features are excluded in this project. Modeling and including these features can be interesting future works since these are some of the most important features in TCP. Finally, we modeled the normal state transitions and showed there is no problem in these normal situations. But since there are more state transitions that may cause security problem, the verification of TCP model including all the actions can be used as start point for verifying TCP extension having security features.
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Appendix. CWB code

	**************

* initialize         *

**************

clear;

*******************************

* Channel assuming no errors            *

*******************************

agent Chancs =



'sendsyncs.'recvsyncs.Chancs


+ 
'sendacksyncs.'recvacksyncs.Chancs


+
'sendfincs.'recvfincs.Chancs


+ 
'sendackfincs.'recvackfincs.Chancs


+ 
'sendfinackcs.'recvfinackcs.Chancs


+ 
'senddatacs.'recvdatacs.Chancs;

agent Chansc = 



'sendsynacksc.'recvsynacksc.Chansc 


+ 
'sendfinsc.'recvfinsc.Chansc


+ 
'sendfinacksc.'recvfinacksc.Chansc


+ 
'sendackfinsc.'recvackfinsc.Chansc


+ 
'sendacksc.'recvacksc.Chansc;

agent Chan = (Chancs | Chansc);

**********

* Client     *

**********

agent Closedc = open.sendsyncs.Synsentc;

agent Synsentc = recvsynacksc.sendacksyncs.Estbc;

agent Estbc = 


senddatacs.(recvacksc.Estbc + recvfinsc.sendackfincs.recvacksc.Closewaitc)


+ closec.sendfincs.Finwait1c


+ recvfinsc.sendackfincs.Closewaitc;

agent Closewaitc = 


closec.sendfincs.Lastackc


+ senddatacs.recvacksc.Closewaitc;

agent Lastackc = recvackfinsc.Closedc;

agent Finwait1c = recvackfinsc.Finwait2c


+ recvfinsc.sendackfincs.Closingc; 

agent Closingc = recvackfinsc.Timewaitc;

agent Finwait2c = recvfinsc.sendackfincs.Timewaitc;

agent Timewaitc = tau.Closedc;

**********

* Server    *

**********

agent Closeds = tau.Listens;

agent Listens = recvsyncs.sendsynacksc.Synrcvds; 

agent Synrcvds = 


recvacksyncs.Estbs


+ recvdatacs.sendacksc.Estbs;

agent Estbs = 


closes.sendfinsc.Finwait1s


+ recvdatacs.sendacksc.Estbs


+ recvfincs.sendackfinsc.Closewaits;

agent Closewaits = 


closes.sendfinsc.Lastacks


+ recvdatacs.sendacksc.Closewaits;

agent Lastacks = recvackfincs.Closeds;

agent Finwait1s = 


recvdatacs.sendacksc.Finwait1s


+ recvfincs.sendackfinsc.Closings 


+ recvackfincs.Finwait2s;

agent Closings = recvackfincs.Timewaits;

agent Finwait2s = 


recvfincs.sendackfinsc.Timewaits


+ recvdatacs.sendacksc.Finwait2s;

agent Timewaits = $tau.Closeds;

*****************

* Protocol Unit       *

*****************

agent AgentSet = (Closedc | Chan | Listens);

set ActionSet = {

sendsyncs, recvsyncs, sendacksyncs, recvacksyncs,

sendfincs, recvfincs, sendackfincs, recvackfincs,

sendfinackcs, recvfinackcs,

sendsynacksc, recvsynacksc,

sendfinsc, recvfinsc, sendfinacksc, recvfinacksc,

sendackfinsc, recvackfinsc,

senddatacs,  recvdatacs,  sendacksc, recvacksc};

set ConnectActionSet = {

sendsyncs, recvsyncs, sendacksyncs, recvacksyncs,

sendsynacksc, recvsynacksc,

senddatacs,  recvdatacs,  sendacksc, recvacksc,

sendfincs, recvfincs, sendackfincs, recvackfincs,

sendfinackcs, recvfinackcs,

sendfinsc, recvfinsc, sendfinacksc, recvfinacksc,

sendackfinsc, recvackfinsc,

open};

set CloseActionSet = {

sendfincs, recvfincs, sendackfincs, recvackfincs,

sendfinackcs, recvfinackcs,

sendfinsc, recvfinsc, sendfinacksc, recvfinacksc,

sendackfinsc, recvackfinsc,

senddatacs,  recvdatacs,  sendacksc, recvacksc,

sendsyncs, recvsyncs, sendacksyncs, recvacksyncs,

sendsynacksc, recvsynacksc};

**************************************

* Open - Close Implementation & Spec          *

**************************************

agent TCP = AgentSet\ActionSet;

agent Spec =  open.(closes.closec.Spec + closec.closes.Spec); 

****************************************************************

* Connection setup (three-way handshake) Implementation & Spec                  *

* (Close -> Estb)



                                                      *

****************************************************************

agent TCP_con_set = AgentSet\ActionSet;

agent Server_con = recvsyncs.sendsynacksc.recvacksyncs.Estbs;

agent Client_con =  open.sendsyncs.recvsynacksc.sendacksyncs.Estbc;

agent Spec_con_set = (Server_con | Chan | Client_con)\CloseActionSet;

*********************************

* Channel Implementation & Spec        * 

* (Reliable Message Delivery)               *

*********************************

set UnnecessaryForMsgAction = {

sendfincs, recvfincs, sendackfincs, recvackfincs,

sendfinackcs, recvfinackcs,

sendfinsc, recvfinsc, sendfinacksc, recvfinacksc,

sendackfinsc, recvackfinsc,

sendsyncs, recvsyncs, sendacksyncs, recvacksyncs,

sendsynacksc, recvsynacksc,

closec, closes, open};

agent Established = (Estbc | Chan | Estbs)\UnnecessaryForMsgAction;

agent Spec_Estb = (senddatacs.recvacksc.Estbc | 



   recvdatacs.sendacksc.Estbs |



   'senddatacs.'recvdatacs.Chancs |



   'sendacksc.'recvacksc.Chansc)\UnnecessaryForMsgAction;

***************************************

* Disconnection Implementation & Spec          *

* (Estb -> Close)                                                *

***************************************

agent AgentSetFromEstb = (Estbc | Chan | Estbs);

agent TCP_discon = AgentSetFromEstb\ConnectActionSet;


agent Server_discon1 = 
closes.sendfinsc.recvackfincs.recvfincs.sendackfinsc.(Timewaits+Closeds+Listens);

agent Client_discon1 = 
 recvfinsc.sendackfincs.closec.sendfincs.recvackfinsc.(Timewaitc+Closedc);

agent Discon1 = (Server_discon1 | Chan | Client_discon1);

agent Server_discon2 = 
recvfincs.sendackfinsc.closes.sendfinsc.recvackfincs.Closeds;

agent Client_discon2 = 
closec.sendfincs.recvackfinsc.recvfinsc.sendackfincs.(Timewaitc+Closedc);

agent Discon2 = (Server_discon2 | Chan | Client_discon2);

agent Server_discon3 = 
closes.sendfinsc.recvackfincs.recvfincs.sendackfinsc.(Timewaits+Closeds+Listens);

agent Client_discon3 = 
closec.sendfincs.recvfinsc.sendackfincs.recvackfinsc.(Timewaitc+Closedc);

agent Discon3 = (Server_discon3 | Chan | Client_discon3);

agent Server_discon4 = 
closes.sendfinsc.recvfincs.sendackfinsc.recvackfincs.(Timewaits+Closeds+Listens);

agent Client_discon4 = 
closec.sendfincs.recvackfinsc.recvfinsc.sendackfincs.(Timewaitc+Closedc);

agent Discon4 = (Server_discon4 | Chan | Client_discon4);

agent Spec_discon = (Discon1+Discon2+Discon3+Discon4)\ConnectActionSet;

***************

* Proposition      *

***************

prop Always(A) = max(X.A & [-]X);

prop Poss(A) = min(X.A | <->X);

prop Even(A) = min(X.A | (<->T & [-]X));

prop Evenaction(a) = min(X.<->T & [-a]X);

prop DeadlockFree = Always(<->T);

prop Can(a) = min(X.<a>T | <t>X); 

prop Can't(a) = ~(Can(a));

prop Livedata= Always([senddatacs] Evenaction(recvacksc));

prop Lives = Always([recvsyncs] Evenaction(recvacksyncs));

prop Livec = Always([sendsyncs] Evenaction(sendacksyncs));

prop StrongUntil(P, Q) = min(Z.Q | (P & [-]Z & <->T));

prop WeakUntil(P, Q) = max(Z.Q | (P & [-]Z));

prop Safety1 = Always(WeakUntil(Can't(senddatacs), Evenaction(recvsynacksc)));

prop Safety2 = Always(WeakUntil(Evenaction(sendfincs), Can't(senddatacs)));

*

* Model Checking 0

*

cp (TCP, Livedata);

cp (TCP, Lives);

cp (TCP, Livec);

*

*   TEST 1

*

deadlocksobs (TCP);

deadlocksobs (Spec);

eq (TCP, Spec);

* weakly bisimilarity

dfweak (TCP, Spec);
            *find a weak HML formula distinguishing two agents

*

*  TEST 2 

*

* THERE MUST BE DEADLOCKS SINCE THE STATES ARE FINITE.

* SO, WE DON'T NEED DEADLOCK TESTS

**deadlocksobs (TCP_con_set);

**deadlocksobs (Spec_con_set);

eq (TCP_con_set, Spec_con_set);


dfweak (TCP_con_set, Spec_con_set); 

*

*   TEST 3

*

deadlocksobs (Established);

deadlocksobs (Spec_Estb);

eq (Established, Spec_Estb);


dfweak (Established, Spec_Estb); 

*

*   TEST 4

*

*deadlocksobs (TCP_discon);

*deadlocksobs (Spec_discon);

eq (TCP_discon, Spec_discon);


dfweak (TCP_discon, Spec_discon); 
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