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ABSTRACT

In this paper, we describe a novel content-based image sig-
nature for authentication using the ridgelet transform. The
signature is extracted from the Radon domain and entropy
coded after a 1D wavelet transform, which is essentially the
so-called “ridgelet transform”. Unlike traditional authenti-
cation signatures, it has the ability to localise tampering at a
high resolution, robust to content-preserving manipulations
such as compression and allows a progressive authentica-
tion.

1. INTRODUCTION

Traditional data authentication and integrity verification are
done by appending a hashed signature of the file, usually
encrypted with a secret key. The signature is practically
“unique” and distributed with the file. However, the prolif-
eration of multimedia data over the Internet poses some new
authentication requirements, such as localising tampering
and semi-fragility. Unfortunately these are the realms that
traditional signature-based system fails and alternative ap-
proaches such as authentication watermarks [1], and content-
based robust signatures [2, 3] have become popular in the
research community.

A watermark, usually involves some form of steganog-
raphy, is a code embedded into a host image. The authen-
ticity of the image can be verified by checking the integrity
of the watermark. Since attacks on the host image also de-
stroy the watermark correspondingly on the same position,
tampering localisation can be achieved. However there is
a fundamental trade-off between security and localisation.
One must establish a neighbourhood dependency in the wa-
termark otherwise it is vulnerable to counterfeiting attacks
[4]. Moreover, since the process of watermarking itself in-
troduces distortion on the host data, it is sometimes not de-
sirable in some applications such as with medical images.
Although a few reversible watermarks have been proposed
[5], their localisation abilities are however constrained by
the data hiding capacity.

It has been pointed out by Shannon [6] that for a perfect
secrecy system, the key 1 K, must be at least as long as the
message M , more precisely, that H(K) ≥ H(M), where
H(·) denotes the entropy function. Intuitively, this says that
in order to achieve perfect security, the key has to be long
enough to describe the message. Hence a perfectly secure
signature is essentially a compressed form of the image.
For example, many content-based signatures are extracted
from domains such as DCT (Discrete Cosine Transform)
and DWT (Discrete Wavelet Transform) domain which are
also popular choices for compression [7]. Such ideas were
exploited in the watermarking world in the form of self-
embedding, where a redundant lower-resolution copy of the
image is embedded in order to detect and recover tamper-
ing. Despite the extra communication cost, the advantage of
signature-based authentication is apparent: First, it does not
introduce distortion on the original image. Second, it can
solve the dilemma of security-localisation uncertainty, if the
signature is considered as the lossy-coded version of the im-
age, since a longer signature can offer better security as well
as localisation resolution. Third, a compact signature can
be combined into a watermarking system just as many wa-
termarking schemes do employ such label-embedding ap-
proach.

Recently, motivated by the neeed for finding better rep-
resentations for nature images, several geometric wavelets
(eg. ridgelet and curvelet) have been proposed. The un-
derlying Radon transform plays an essential role in provid-
ing such non-separable, directional properties. Although
Radon-based signatures have been previously proposed [8],
which take the advantage of invariant features of the trans-
form to provide robustness, but few address the problem of
localisation, which is the key motivation of this work.

The rest of the paper is organised as follows. In the next
section, a brief review of Radon and ridgelet transforms is
presented. Next we discuss how authentication and locali-
sation can be achieved by a number of Radon vectors and
how to generate a compact signature using the ridgelet idea.

1The key here refers to the authentication (public) key, which defines
the authenticated space, instead of the encryption key.



Some experimental results are presented and the paper con-
cludes with comments on the proposal and future directions
of research.

2. RADON AND RIDGELET TRANSFORMS

The Radon transform, which has been mainly used in to-
mography reconstruction, is now gaining popularity in im-
age processing as a general tool. Mathematically the con-
tinuous Radon transform of an integrable bivariate function
f(x, y) is defined by

Rf (θ, t) =

∫

R2

f(x, y)δ(x cos θ + y sin θ − t)dxdy (1)

Discretisation has been a major difficulty in applying
Radon transform to general image processing. The simplest
form of discrete Radon transform is to select finite number
on the angular variable of projection, then take the summa-
tion on the discrete image along the projection line. Re-
cently, some other discrete (finite) Radon transforms have
been proposed such as FRAT [9] and fast slant-stack [10].

The Radon transform is a linear transform and has sev-
eral useful properties.

Property 1 If the function f(x, y) is translated, its Radon
transform is

f(x− x0, y − y0) ⇔ Rf (θ, t− x0 cos θ − y0 sin θ) (2)

Property 2 If the function f(x, y) is rotated by φ, it corre-
sponds to a shift translation in the Radon transform.

f(x cosφ− y sinφ, x sinφ+ y cosφ) ⇔ Rf (θ+φ, t) (3)

Property 3 If the function f(x, y) is rescaled by a factor of
a, its Radon transform is

f(ax, ay) ⇔ 1

|a|Rf (θ, at) (4)

The ridgelet transform, introduced in [11], has the con-
tinuous form of

CRTf (a, b, θ) =

∫

R2

ψa,b,θ(x, y)f(x, y)dxdy (5)

where the ridgelet ψa,b,θ(x, y) in 2-D are defined from a
wavelet-type function in 1-D ψ(x) as

ψa,b,θ(x, y) =
1√
a
ψ

(

x cos θ + y sin θ − b

a

)

(6)

Since Radon transform projects a linear-singularity into
a point-singularity, the wavelet and ridgelet transforms are
linked via the Radon transform. More precisely, the defini-
tion in equation (5) can be re-written as

CRTf (a, b, θ) =

∫

R

ψa,b(t)Rf (θ, t)dt (7)

where ψa,b(t) = a−1/2ψ((t− b)/a) is a 1-D wavelet.

(a) (b)

Fig. 1. (a) A point-wise singularity and (b) its back-
projected reconstruction from two Radon vectors at orthog-
onal angles.

3. SIGNATURE GENERATION

Although the ridgelet enjoys some elegant mathematical prop-
erties, and it does in fact exploit the fact that nature images
exhibit linear regularity along contours and edges. The suc-
cess of its application in image representation has been lim-
ited to geometrically regular objects [9]. However, for tam-
pering detection, a decent representation for the image is
less important than representing the tampered location and
a key characteristic of malicious attacks is that they are usu-
ally locally singular. Naturally, the Radon transform is ca-
pable of capturing the location of such singularity due to its
directionality in projections.

In the simplest case, consider an image with a point-
wise singularity (see figure 1). Two Radon vectors (i.e. the
discrete angular projection) at orthogonal angles are suffi-
cient to determine its location. Of course, it is not sufficient
when there is more than one singularity, which rises ambi-
guity, nor can it determine the exact geometrical shape of
such singularity. However, the resolution increases as more
number of Radon vectors are used in reconstruction. This
motivates us to use Radon vectors as the signature of the
image, but the eventual signature is ridgelet transformed,
since wavelet can provide a sparse representation in a multi-
resolution framework which is useful for compression.

The signature generation algorithm can be described as
follows.

1. For a set of angles Θ = {θ1, θ2, ..., θn}, where θi ∈
[0, π], preferably evenly spaced, typically with n >
20, compute the normalised Radon vectors at these
angles as follows.

Ri(θi) =
1

Nθi

∑

j

f(i cos θi−j sin θi, i sin θi+j cos θi).

2. Apply an L-level DWT on the Radon vectors {Ri} to
obtain the ridgelet representation, denoted as {wi}.

3. Entropy code the ridgelet coefficients with traditional
entropy coders such as arithmetic code.



4. The signature is stored/transmitted with low-pass band
first, then from smaller bands to larger bands progres-
sively in encrypted form.

It should be noted that since Radon transform takes a
summation over the image support, the Radon vectors can
be considered as global information. There is an inherent
directional neighbourhood dependency in the projected vec-
tors and they are also correlated. Therefore it is not possible
to perform the counterfeiting attack on the image.

The verification process is simply as follows. Once we
have retrieved the image f̂ and the signature, we apply the
ridgelet transform on f̂ as described before but without the
entropy coding to obtain {ŵi}, while {wi} can be decoded
from the signature. If the image is original, {ŵi} and {wi}
should be identical. If not, their reconstructions should ex-
hibit the difference between the tampered image f̂ and the
original copy f . Since Radon and wavelet transforms are
both linear, {wi − ŵi} is the (undercomplete) ridgelet rep-
resentation of f − f̂ . We take the inverse ridgelet transform
on {wi − ŵi} to observe the difference.

4. EXPERIMENTAL RESULTS

We have performed our experiments over a range of natu-
ral images, although the tampering detection ability of our
proposed approach is image-independent. We chose the
barbara (512 × 512) image to present our results in this
paper. Due to the space limitation we only present results on
two typical attacks: the first one is content-preserving JPEG
compression, and the second one is a malicious attack with
a bird-shaped stamping (see figure 2).

Figures 2(c) and 2(d) suggest that robustness against
content-preserving manipulations is possible, since the dif-
ference map is a reconstruction of {wi − ŵi}. If f and f̂
are visually identical, the energy of f − f̂ should be nearly
zero. However, the contrast enhanced version of the differ-
ence, such as in figure 2(d), may be useful in determining
the nature of such manipulation. Robustness against geo-
metrical manipulations can also be addressed [8], due to the
invariant properties of Radon transform described in equa-
tion (2), (3) and (4).

Figure 2(e)-(h) demonstrate the tampering localisation
ability of the signature. The tampered area is accurately
detected by the intersection of “ridges”. Figure 2(g),(h) is
further enhanced by a soft thresholding on the constructed
difference map, in order to suppress some undesired linear
artifact of undercomplete projection. Such artifact is com-
pletely removed in figure 2(h), where more angles of projec-
tions are used. The difference map can be used to restore the
tampered area, by simply adding the difference map back
into the received image.

Due to the inherent multi-resolution property of the wavelet

Fig. 3. Thresholded difference map constructed by the low-
pass subband at resolution 256 × 256 (6 projections).

Image |Θ|=6 |Θ|=9 |Θ|=18
lena 2183 4034 7843

barbara 2372 4152 8012
goldhill 2280 4198 7911

Table 1. Signature lengths with different number of projec-
tions (in bytes).

transform, the signature also allows a progressive authenti-
cation without losing its capability of tampering localisa-
tion. Figure 3 illustrates an instance when the authentica-
tion is verified with lowpass band of the signature, which is
only half of the total ridgelet coefficients. The tampering lo-
calisation is effectively identical to its counterpart in figure
2(g).

There is certainly a degree of flexibility in controlling
the signature’s length by varying the number of Radon vec-
tors. It is desirable for the signature to be compact while
the trade-offs between communication cost and security /
localisation always impose. However it is difficult to de-
fine exactly the length of the signature in order to be called
“compact”. Here we would like to propose that the signa-
ture is “compact” as long as it can be embedded obliviously
into the host media with some protective redundancy. For
a 512 × 512 image, if we use the spatial LSB bits for data
embedding, the total capacity is 32768 bytes. Table 1 lists
the length of signatures we obtained from various images
and different number of projections. They are encoded by
a zero-order arithmetic coder with simple uniform scalar
quantisation, but are still within below the capacity and can
be embedded as a form of self-embedding watermark.

5. CONCLUSIONS

A content-based, robust image authentication signature has
been proposed. The signature, essentially a coded under-
complete ridgelet transform of the image, can localise tam-
pering in a multi-resolution fashion. The work is also one of
our first practical attempts in ridgelet encoding, although the
novelty is in authentication rather than compression. Since
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Fig. 2. Authentication results. (a) Original. (b) JPEG compressed. (c) The difference map, 6 projections (d) Contrast
enhanced (c). (e) The tampered image (object addition) (f) The difference map, 6 projections (g) The thresholded difference
map with 6 projections (h) The thresholded difference map with 12 projections.

the encoder used in this work is very simple, an efficient
compression algorithm for ridgelet representation can sig-
nificantly improve the compactness of the signature and may
benefit the image coding community on a direction beyond
wavelet. It remains to be seen how interpolation algorithms
can incorporated in the scheme which may help to reduce
the linear artifact exhibited from the inverse Radon trans-
form.
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