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Probabilistic Methods

Reputation Systems

Certificates and Keys

Challenges for Trust Researchers

A Trust Taxonomy 

Agent Platforms 

Coping with the “Real-World”

Trust research has parallels with agent research a decade ago — it 

is an exciting area of clear value, but there is a risk that debate 

about definitions and mechanisms might add confusion and delay 

widespread adoption. Just as there was (is?) no consensus definition 

of agents, there is similar debate over trust.
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Summary

Diversity of Trust Research
There is a growing corpus of literature on trust, a detailed overview of which can be found in 
the further reading identified below. There is no overarching taxonomy of trust research, and 
the wide applicability of trust gives rise to a wide range of approaches.  However, we can 
broadly divide these approaches into three areas.

Socially-Oriented Trust - Typically influenced by social science, psychology or philosophy, 
socially-oriented trust is viewed as a social notion for modelling and reasoning about the 
relationships between agents. Socially-oriented trust often considers issues such as the 
motivations of agents, and the power and dependence relationships between them.

Service-Oriented Trust - Taking a pragmatic view, service-oriented trust is a mechanism 
for achieving, maintaining, and reasoning about quality of services and interactions. Agents 
typically maintain their own trust information about others, possibly incorporating the 
recommendations of others, and use this to inform their decision making processes.

Security-Oriented Trust - Taking the view of trust as a mechanism for ensuring security, 
encompassing issues of authentication, authorisation, access control, privacy, etc. Security-
oriented trust also includes work on “trusted computing”, i.e. building trusted platforms to 
ensure privacy and security.

In each of these areas a range of techniques and mechanisms have been proposed, drawing 
on work in areas as diverse as logic and the social sciences. For any given situation there 
are generally several alternative candidate trust models/techniques for an implementer to 
choose from, as illustrated in Figure 1. (Note that this figure is not intended to be exhaustive, 
and many other techniques exist.)

Trust literature can be further divided according to whether it is concerned with individual- or 

system-level trust. In the former, individual agents model and reason about others, while in 
the latter agents are forced to be trustworthy by externally imposed regulatory protocols, 
and mechanisms [3]. Additionally, some trust models are centralised and have a single 
repository of information, while others are decentralised with individuals maintaining their 
own information. Finally, we can distinguish between models concerned with direct trust 
where agents trust others directly based on their experiences, and recommendation trust 
where trust is based on the recommendations of others. For each of these categories of trust 
there are a number of alternative approaches discussed in the literature, the most common 
of which are also briefly introduced.

Benchmark simulations for Multi-Agent Learning
Maarten van Someren (University of Amsterdam)

maarten@science.uva.nl

Evaluating methods and systems on publicly available datasets has proved to be a succesful methodology 
in Machine Learning and in Information Retrieval. Evaluating multi-agent learning systems requires 
simulation environments, even though this can be more difficult to achieve than for the other areas (e.g. 
the traffic light simulation, see http://sourceforge.net/projects/stoplicht).

This effort may become part of the new network of excellence KDUbiq which will start in December or 
January. If you are interested then please contact me by email (maarten@science.uva.nl).
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