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Abstract

Recent advances in Web and mobile computing
technologies provide users with a vast amount of
information and services such as online news, shopping,
music, movies, and video games. These services can be
provided with different qualities in terms of response
time, price to pay, resource type (e.g. PDA or mobile
phone), and audio and video reproduction quality. These
factors must be considered in order to achieve an
acceptable level of quality of the required services.
However, currently there are no standard criteria to
assess the quality of such services. In this paper, we
propose novel agent-based criteria that includes methods
for assessing the quality of services and resources. These
criteria, based on supply chain methods, enable agents to
select and execute requests appropriately, depending on
the quality of service and the underlying system’s
capability. The proposed approach is generic and can be
applied to different domains such as e-commerce, m-
commerce, and multimedia applications.

1. Introduction

With recent technological developments of wireless
communication networks, handheld devices (e.g. PDAs),
and software standards (e.g. J2ME), the area of mobile
computing is becoming increasingly important. Mobile
computing enables people to access information and
services in an anywhere and anytime fashion [1]. For
example, using a mobile phone and handheld PC, a user
can access a variety of information and services ranging
from text messages to Web content and mobile commerce
services [2, 3].

Currently there is growing trend to access and
manipulate Web services using mobile computing
technology [4, 5, 6, 7]. Web services have recently gained
enormous popularity both in industry and the research
community. Web services enable the development of

various applications using standard technologies and
protocols such as XML, SOAP, WSDL, and UDDI. Web
services provide a standard means of communication and
integration among different distributed systems and
applications running on a variety of platforms. For
example, different specialist music stores can be
integrated through Web services in order to provide
customers with a set of integrated facilities.

Within mobile computing environments Web services
are called mobile or M-services [6, 7]. In the following
discussion we use the term ‘M-services’ or simply
‘services’ to refer to the use of Web services in mobile
computing.

The work carried out in this paper is motivated by
issues surrounding the quality of M-services. Many
factors contribute to the complexity of assessing the
quality of such services. For instance, M-services can be
provided by different independent service providers with
different qualities according to such factors as response
time, price to pay, complexity, availability, and device
compatibility. Mobile devices are generally resource-
scarce as they have limited memory, computational
resources, and battery power. In addition, they have
limited bandwidth and less reliable wireless connectivity
when compared to traditional fixed computing devices.
These characteristics complicate the process of assessing
and maintaining the quality of M-services.

Currently, there are no standard criteria to assess the
quality of M-services. However, some interesting
approaches are emerging in this direction. Maamar et. al.
present a framework for the provision, composition, and
selection of Web services in mobile as well as fixed
computing environments [6, 7]. In this framework
software agents are used in order to represent and work
on behalf of users, service and resource providers. The
framework aims to optimally select fixed and mobile
computing resources that adapt to the requirements of
Web services (which will use those resources). This
framework is valuable, however, it is limited to



considering cost and reliability factors in the selection of
required services and resources.

In this paper, we propose agent-based criteria that
include methods for dynamically assessing the quality of
services. These criteria, based on supply chain methods,
enable agents to select and execute the most appropriate
requests, depending on the quality of service and the
underlying system’s capability, such as the nature of the
mobile devices and of the network itself. The proposed
criteria take into account multiple factors such as
tolerance, substitution, generality, complexity, and
processing time of the services. We see that the
flexibility, adaptability, and high-level semantics afforded
by multi-agents provide a useful framework for assessing
the quality of services. Agents can function correctly and
make decisions even the processing unit (such as a mobile
device) is disconnected from the network [8]. Moreover,
agents can perform complex tasks and autonomous
interaction when connectivity is present.

The remainder of this paper is structured as follows.
Section 2 provides background information in order to
establish basic concepts, definitions, and related issues. In
Section 3 we present the proposed criteria for assessing
the quality of M-services and describe how agents can
utilize the proposed criteria in quality assessment. Finally,
Section 4 concludes the paper and identifies future
research work.

2. Background

This section provides background information
including an overview of mobile computing architectures,
Web services, agent technology, and the characteristics of
Web services within mobile computing environment.

2.1 Mobile computing

A generalized architecture of mobile computing is
shown in Figure 1 [1, 2]. This architecture contains
different components: fixed-hosts (FH), base stations
(BS) or mobile support stations (MSS) — these are
computer systems, which are inter-connected via a wired
network. BSs are capable of communicating with mobile
units through a wireless interface.

Mobile units are portable computers or WAP-enabled
mobile phones. BSs also act as an interface between
mobile units and systems of the wired-network.
Operations of multiple BSs are coordinated by a Base
Station Controller (BSC). BSCs are in turn controlled by
the Mobile Switching Center (MSC), which is connected
to the Public Switching Telephone Network (PTSN). Each
BS covers a particular area, called a cell. Mobile units can
move from one cell to another. This process of moving is
referred to as handoff.
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Figure 1: An Architecture of Mobile Computing

2.2 Web services

Web services enable the development of diverse
applications using standard technologies and protocols
such as Extensible Markup Language (XML), Simple
Object Access Protocol (SOAP), Web Services
Description  Language (WSDL) and  Universal
Description, Discovery and Integration (UDDI) [4].
These technologies and protocols are organized into
different layers comprising: network, messaging, service
description, service publication and service discovery
layer. Web services use commonly deployed network
protocols such as TCP/IP, HTTP, and IIOP. Web
Services provide a standard means of integration and
communication among different distributed systems and
applications running on a variety of platforms. For
example, different music stores can be integrated through
Web services in order to provide customers with
particular services.

In mobile computing environments, Maamar et. al. [6,
7] define Web services in two different ways: (i) Web
services are called mobile or M-services if they are
remotely activated using a mobile device, or (ii) Web
services are M-services if a Web service can be
transferred from host system to a mobile device where its
execution takes place. In [6, 7] the above definitions (i)
and (ii) are respectively termed as weak and strong
definitions of M-services.

2.3 Agents

In the proposed approach we represent different
services, resources, and users as agents. However, in
order for such representations to be effective the agents
must exhibit certain characteristics, i.e. they must be
autonomous, pro-active, responsive to their environment,
and be able to socially interact with others. We adopt a
BDI-based approach of taking an agent to comprise:
beliefs about itself, others and the environment; a set of
desires (or goals) representing the states it wants to
achieve; and intentions corresponding to the plans
adopted in pursuit of these desires [9, 10, 12]. Agents



have a library of partial plans from which to select. These
plans represent how various services and resources are
combined to provide useful facilities to users. An agent
responds to changes in its beliefs, resulting from
perception, by generating goals. These goals are then
evaluated, and the most important are adopted as
intentions by selecting an appropriate plan from a set of
applicable plans, and committing to its execution. Finally,
an agent selects a particular intention to pursue and acts
toward its achievement. Several alternative agent
architectures are possible, and the criteria that we
describe in the following sections can be applied equally
to these alternatives.

2.4 Characteristics of M-services

In this section we illustrate the characteristics of M-
services in the architecture shown earlier in Figure 1.

Low Reliability and Availability: Mobile units are
frequently unavailable due to many reasons. Firstly, they
have limited power supplies. This creates serious issues
for M-services. For example, a mobile unit having a low
battery may not communicate with other units involved in
the processing of a service. Furthermore, the mobile unit
may be stolen, or it may be affected by break down, and
so forth. All such events affect the functionality of mobile
units, and consequently the respective services. Thus, it is
unrealistic to assume that a mobile unit is always
available to participate in processing an M-service.

Limited Bandwidth: Current mobile technology is
associated with a limited bandwidth. Although the
bandwidth is increasing, it is assumed that it will remain
limited compared to the wired network. However, M-
services may need the transfer of large amounts of data
and involve complex processing [11]. Furthermore,
service discovery (as through UDDI) requires multiple
messages to be communicated between the mobile device
and the service providers. The consequence is that
communication links may be overloaded with a high
volume of information exchange and they may not be
able to transfer the required information to the mobile
users.

Limited Storage: In addition to bandwidth issues, the
lower disk and memory resources of mobile devices are
not capable of handling large volumes of data or
processing complex applications as in M-services. For
example, a user with a handheld device might use a
service that produces hundreds of inventory records. Such
data and applications cannot be managed and stored
directly using a handheld PC.

Complexity of Mobility: In mobile computing, data,
applications, and also the processing units (such as PDAs

or mobile phones) move. This mobility greatly
complicates the processing of a service. For example, an
application that sends a request for a service may move
from one location to another as their originating devices
move. Thus, they may originate at one site and terminate
at other site. Furthermore, the handoff process also
creates complexity in M-services, as handoff is generally
unpredictable. Thus, it may affect the termination process
of an application. This is because the location of the
desired mobile device associated with a service may not
be immediately available for communication.

3. Quality assessment criteria

We propose a set of criteria for agents to assess the
quality of services in mobile computing environments.
Users are represented by agents who assess the quality of
potential service providers in fulfilling user requests.
Furthermore, service providers are represented by agents
who make similar assessments when performing service
composition to provide complex composite services.
These criteria are devised using supply chain techniques
[2]. The basic element in these criteria is to determine the
degree of availability of services. The degree of
availability is an objective measure and is determined by
inspecting knowledge of plans and the current situation.
This approach is a generic and novel decision making
technique. It includes multiple attributes to enable the
agent to assess the overall availability of services over
multiple factors comprising: tolerance, substitution,
generality, processing time, and complexity. This
technique determines the individual degree of availability
for each factor, and sums weighted degrees of availability
in order to produce an overall measure. This is used by an
agent in order to evaluate each possible plan for
completing a request or providing a service in order to
select the best option. We use the example application of
an online music store in order to illustrate the degree of
availability. We compute the individual degree of
availability of each factor as probabilities that range over
the interval [0,1]. This is because exact values of these
factors vary depending on the nature of the mobile
devices, applications and the operational environment.

Tolerance: Tolerance is defined as the degree of
precision that a particular service contained in a plan
successfully completes. Tolerance is computed below
using statistical measurements.

Suppose a mobile application 4 depends on services
S, S5, and S; with increasing precision requirements 1 O,
20, and 3 0, respectively. The degree of tolerance for
application 4 is calculated as follows.
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In the above equation, S;, S,, and S; are computed as
follows.

S;: ZSI +10 =73.27%
Sy Xs2x20 =95.45%
Sy Xs3+30 =99.73%

where o = (X"*X ) ; a standard deviation.
i

The tolerance level of 4 is
L =1-(73.27% + 95.45% + 99.73%)/3

Suppose, for example, that a user downloads an audio
file onto his/her mobile device using the Web service of
the music store. Let us assume that the total download
time is 60 seconds. If the network connection is
reasonably free then it will take 45 seconds in the
download process. Similarly, an estimated time for the
mobile device to process the download request (for the
audio file) is 50 seconds. If the network connection is
available for the overall duration, then the song can be
downloaded within the required time. However, if the
network is busy and it takes 15 extra seconds, then the
required song cannot be downloaded within the specified
time. In this case, the precision of the service time is
73.27% for network and 95.45% for the mobile device.
Thus the required tolerance level for the application 4 to
be processed in time is §;=1 - 84.36%.

Substitution: If a particular service S (e.g. a Britney
Spears song) can be replaced with alternative services S,
S5, and S; (e.g. Back Street Boys songs), then degree of
availability of service S is high. A higher number of
substitutes implies a higher the degree of availability.
This is computed as follows

B.=1-(1-Xs1) X (1-X52) X (1-Xs3) 2

where X; represents the compatibility of substitutes with
service S.

Suppose, in our example, that the music store has
contracts with a number of other stores so as to arrange
for alternative songs for a customer if their original
choice is unavailable for some reason. Arranging for
alternative songs may result from excessive user demand
for a particular song. Suppose that the user can be
provided with three alternative songs, and let the possibly
of getting the song from service S; be Xg; = 0.9, and not
getting the song be 1- X5;. The same principle can be
applied to services S, and S; such that X, = 0.8 and Xg; =

0.85. Thus the existence of substitutes is £,= 97%.

Generality: Service S can be considered generic if it can
be provided by a number of service providers. The degree
of availability of S can be calculated as

Bi=1-(1-Xs;) X (1-Xs3) X (1-Xs53) X (1-X)

where (1-Xi) represents the possible shortage of service S
by a service provider i.

For example, different movies (or video files) can be
provided by different music stores (i.e. service providers).
If a movie m; is not available at one store, then the degree
of availability depends on how many other stores can
provide the same, or an equivalent, movie. Thus f; is
calculated as

Bz = 1-(f X (1-Xs;) X (1-Xg3) X (1-Xs3)) 3

If the estimated values of X; = 0.8, X,= 0.9 and X;=

0.95, then f;= 99.997%. Thus, the more generality the
higher the degree of availability. Note that generality is
related to the substitution as shown in equation (3).

Processing Time: The importance of a service S, with
respect to a plan P, in terms of processing time can be
evaluated as

t

“
t

total

where ¢ and ¢,., denote the required slack processing time
for service S, and the total slack processing time for plan
P, respectively.

For example, suppose that the overall download slack
time, #..;, (for a song) is 60 seconds and the network slack
time, ¢, is 20 seconds. The importance of network speed
to the song download in terms of processing time is 33.33
% and so fis 67.77%. Thus, the higher the processing
time percentage the lower the degree of availability.

Level of Complexity: The level of complexity is
computed by considering the number of processing steps
v and the number of related components / in the plan
representing a particular service S. This is calculated as
follows.

Cs = 1-(vXh)

So, the significance of service S to the plan P can be
formulated as

C
L =-1x 3 5
b C (%)
where Cj is the overall complexity of plan P.

The above equation (5) states that the higher complexity
the lower the degree of availability.



For example, to successfully download a movie clip a
user may need specialised software. It is not assumed that
such software is pre-installed on the user’s machine. For
example, suppose that the probability of successfully
downloading the required movie is 90% and the
probability of successfully downloading the specialised
software is 85%. With the requirement of specialised
software, the probability of downloading the movie is 1-
(90% x 90% x 85%) = 31.15%. If the specialised
software is not required then the probability of
downloading the movie is reduced to 19%. If the overall

complexity is 200%, then f;= -15.50% (with specialised
software) and ;= -9.5% (without specialised software).

Reliability: The degree of availability of a service

depends on its reliability (denoted as f3). The evaluation
of service A4 can be carried out by inspecting its previous
performance. If the success rate of service S falls within

the range of X 4 10, its reliability is 73.27%. If there
is no previous data, the default value, 3, will be derived
from [3. The value of its reliability is revised after each

request.

Overall Availability: In the above we have calculated
different factors for assessing the quality of services. Now
we calculate the overall degree of availability which is

based on the above factors of tolerance (£3), substitution
(), generality (f;), processing time (f3,), the level of
complexity (/) and the reliability (). The overall

degree of availability D i 1S determined as follows:

Davailabilily = (WI X ﬁI) + (WJX ﬂl) +..t (ka ﬂ()

k

=D Wixpi (©

i=1

Davailahility

k
where wy denotes the weights for factor i and Z w; = 1.
i=1

The resulting value, Dy, tepresents the
availability of the service S. The higher the value of
D gvaiaviniy» the better the availability of the service is.
Agents can utilise this to evaluate each possible intention
or plan in order to select the best option according to the
nature of services and resources given the characteristics
of the mobile devices. This assessment is made both by a
user’s agent in fulfilling a request, and a service provider
in performing service composition.

If a plan is made up of a number of sub-plans » and
requires service composition, then for a service S;, the
degree of availability is determined as follows:

n k
[1S8w) o

=1 j=1

Duvailabilit_v-n =

Agents use the above criteria to plan and execute user
requests according to the nature of the requested service
and the characteristics of the mobile devices. In
particular, these criteria can be seen as complimenting
traditional planning heuristics, such as cost and length, to
allow an agent to select an appropriate plan to achieve its
goals. We represent both users and service providers by
BDI-based agents, and this mechanism allows these
availability criteria to be utilized both in terms of a user’s
agent selecting a service to fulfill a request and a service
provider instantiating the service. Thus, the applicable
plans are not only a set of unordered pattern or function
matched plans, but also an ordered set of plans based on
the quality ratings to enable the agent to select. In
addition, the agent can introduce these criteria to filter the
plans in order to eliminate low quality plans from being
included in the applicable plans. So, the plans with or
above a certain degree of availability will form the set of
applicable plans from which the agent can select. After a
plan has been carried out, feedback can be incorporated
into the system in order to reflect its up-to-date
availability.

6. Conclusion and future work

In this paper we have presented an agent-based approach
for assessing the quality of Web services in mobile
computing environment. We have defined a set of criteria
that take into account multiple factors in order to assess
the quality of services and the respective resources. These
factors, based on supply chain techniques, provide an
objective mechanism to assess the availability of a service
in terms of tolerance, substitution, generality, processing
time, complexity and reliability. Assessments of service
availability can be used by agents, representing users,
services and resources, to ensure that an appropriate
service quality is achieved. This allows agents to factor
characteristics of the application environment, such as
limited bandwidth and storage, into their reasoning. The
proposed criteria are generic and can be applied to
various domains depending the nature of applications. For
example, these criteria are applicable to mobile or M-
commerce applications in order to assess the quality of
required services as indicated above.

The main area of future work is to incorporate the notion
of trust into an agent’s assessment of service. Trust



provides a means of assessing the perceived risk of
interacting with a particular agent [13]. Availability can
be seen as an objective measure, while trust is a
subjective measure based on an agent’s individual
experience.

The integration of an emerging Web Service ontology
standard, DAML-S [14], and intelligent agent
technologies [15] attempts to provide a way to facilitate
the automation of Web services composition [15, 16, 17].
The issue of rating the quality of Web services for the
selection of a service is recognized by the DAML
services coalition as an important factor by introducing
QualityRating attribute in the service profile. However,
no clear guideline is currently given to derive the rates of
quality. The work we are currently undertaking is to
formulate  the proposed criteria along  with
aforementioned notions of risk and trust with
DAMLAOIL [18]. This will provide a subset of semantic
markup within DAML-S in order to provide a means for
evaluating the quality of web services.
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