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Abstract

cryptography, undertaken by the author in his final year of undergradu-

ate study. The project deals with the application of computer modelling
software to the protocols used for Quantum Key Distribution (QKD). Specifically,
the goals of this project are twofold:

THE SUBJECT of this thesis is a research project concerned with quantum

(1) To define the behaviour of protocols for QKD formally (Specification),
and

(2) To verify, for a particular number of transmitted bits, that QKD is indeed
secure against eavesdropping (Verification).

The approach taken to achieve these goals involves the use of formal methods.
On one hand, a mathematical notation for the formal description of such protocols
is developed. On the other hand, the CWB—NC and PRISM software tools are used
to determine whether the BB84 protocol is secure against eavesdropping attacks.

The mathematical notation, named QKD—FORM, is merely a convenient for-
malism for listing the steps taken in popular QKD protocols. BB84, B92 and EPR
are all expressed in QKD—FORM. This formalism is to be extended in future work so
as to provide the basis for a computer language; this would allow quantum proto-
cols to be expressed at a high level. Furthermore, such a language could potentially
be translated to a modelling language such as CCS or PRISM.

Previous work by R. Nagarajan involving the use of CCS to model and check the
security of BB84 is revisited. The existing CCS models are explained in detail and
shown diagramatically. The greater part of the discussion focuses on the use of the
PRISM software tool as a vehicle of investigation. With PRISM, we have been able
to practically verify whether eavesdropping can be detected in BB84 for a specific
number of bits; in addition, the exact probabilities of this occurring for key lengths
of 1 to 64 bits are computed. The probability of detecting eavesdropping increases
with the number of bits. This is indeed what the relevant theory predicts. The
result is not new, since physicists have written several proofs of the security of BB84;
however, the computer modelling approach is novel, and is capable of describing
certain properties of actual implementations.
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Preface

Humans are incapable of securely storing high quality
cryptographic keys, and they have unacceptable speed

and accuracy when performing cryptographic operations.
(They are also large, expensive to maintain, difficult

to manage, and they pollute the environment. It is

astonishing that these devices continue to be manufactured
and deployed. But they are sufficiently pervasive that

we must design our protocols around their limitations.)

— C. KAUFMAN, R. PERLMAN, M. SPECINER,

Network Security — Private Communication in a Public World

HE CAMBRIDGE International Dictionary of English defines a protocol as a
‘system of rules and acceptable behaviour used at official ceremonies and
occasions’. Indeed, the concept of a protocol is used in many fields, par-

ticularly where effective communication is necessary. International diplomacy, for
example, involves the establishment of protocols or conventions, which are formal
agreements between various nations. The term ‘protocol” has entered the domain
of Computer Science fairly recently, in order to define the procedures used for the
exchange of data within computer networks.

The need for formal communication procedures has been recognised since an-
cient times, as they provide a means of exchanging information in a manner as
unambiguous as possible. The Greek historian Polybius (IloA0fBtoc) discussed the
problems that arose when fire signals were used to communicate the fall of Troy to
Athens, in Book X, Chapter 43 of his Historiae (‘Totopion). Clearly, fire signals are
a very limited means of communication. They were used quite commonly, how-
ever, at the time (2 B.C.). The extract in Figure 0.1 presents Polybius’ views on fire
signals, and is considered one of the first ever descriptions of signalling methods
known to us today (see also [1]):

Polybius” account goes on to describe the limitations of fire signals, and the
improvements made by Aeneas (Aive{oc). The historian makes the remarkable
observation that the greatest problem of all is how to communicate unexpected
events (see Figure 0.2).

Polybius’ remark is equally valid to the present day. Because all communica-
tion systems have to be designed in order to account for unexpected events and
potential errors.

Consequently, great care must be taken in designing communication proto-
cols; the procedures have to be able to cope with the unexpected. In engineering
terms, all possibilities have to be predicted by the protocol designer, from low-level
issues (such as hardware problems) to high—level issues (such as the interoperabil-
ity of the communicating systems).

xiii
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Tob 3¢ xotd tdc mupoeiog Yévoug,
ueylotag O mapeyouévou ypelag €v
1Ol TOAEULXOLS, AVERYAOTOU
Tp6TEPOV UTPYOVTOG, XproWov elvon
pot doxel T Ut nopadpauely, GAAL
motoacon mepl avToh THY
dppolovoay puviuny. 6Tt uev obv 6
XOUPOG €V TAOL UEYEANY EYEL Uep(dal
Tpo¢ Tag EmBolde, weylotny & €v
Tol¢ ToAeutxolc, TavTi dfjhov. &V 3¢
Tpo¢ ToUTO CUVAYWVLOUATWY
mhelotnv €xouot dOvouty ol mugcol.
BpTL YOp TA UEV YEYOVE, TV & ceunv
évepyeltar xol Suvatov €ott
YIVOOXEW, & UEAEL, TOTE UEV NUEPEY
TELSY 1| TETTARWY 080V dménovtt,
Tote O¢ xal mAELOVwY. Hot del Tolc
deopévolc mpdypaoty Emixouvpiag
nopddogov yiveotor v BoRdetav i
i T8V Tupo@y drayyeAlog.

The method of signalling by fire, which is of
the highest utility in the operations of war,
has never before been clearly expounded;
and I think I shall be doing a service if I do
not pass it over, but give an account of it
adequate to its importance. Now that
opportuneness is of the utmost moment in
all undertakings, and pre—eminently so in
those of war, no one doubts; and of all the
things which contribute to enable us to hit
the proper time nothing is more efficacious
than fire signals. For they convey
intelligence sometimes of what has just
happened, sometimes of what is actually
going on; and by paying proper attention to
them one can get this information at three
or four days’ journey off, and even more: so
that it continually happens that the help
required may be unexpectedly given, thanks
to a message conveyed by fire signals.

(From The Histories of Polybius, translation of F. Hultsch’s text by Evelyn S. Shuckburgh.)

FIGURE 0.1. Polybius, Historiae, Book X, Chapter 43

. 0L 3¢ petaBdAhovtal Tiveg @Y
TOAMT&V 1) meoddoaowy, # povog €v T
TOAEL YEYOVEY, T TL T&V Tol0LTWY, &
01 ouuPaivet pev mohhdxic, TEOANPLY
& Exewv mAvIwY adbvatoy,
—W®&AtoTo T& OE ToEAdOEwe
Yiopeva tfig €x Tol xoupod
oupBouliag xal Emixovpiog
Tpoodeitou— Td TolalToL AV T
Stépuye THY &Y TLPCEY Ypelay. TEPL
&V yap o0x évedéyeto mpovoniijva,
Tepl To0TwY 00dE alhvinua
notoactou JuvaTov.

... it was impossible to express that “certain
citizens had gone over to the enemy,” or
“were betraying the town,” or that “a
massacre had taken place,” or any of those
things which often occur, but which cannot
all be anticipated. Yet it is precisely the
unexpected occurrences which demand
instant consideration and succour. All
such things were naturally beyond the
competence of fire signalling, inasmuch as it
was impossible to adopt an arbitrary sign
for things which it was impossible to
anticipate.

(From The Histories of Polybius, translation of F. Hultsch’s text by Evelyn S. Shuckburgh.)

FIGURE 0.2. Polybius, Historiae, Book X, Chapter 44

Computer scientists and engineers have tried to tackle these issues in various
ways. It is generally preferable to try to eliminate all possibilities at the design stage,
before even considering how a protocol is to be implemented.

It was in the 1970’s and 1980’s, when the communications industry was boom-
ing, that protocol design was studied with particular fervour. The protocols used
in many modern networks (including the Internet) were designed carefully at the
time. Despite numerous efforts to make these as efficient and error—free as possible,
these networks are still far from perfect.
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One of the more successful approaches to protocol design was proposed by
Gerard Holzmann and put forward in his out—of—print volume The Design and
Validation of Computer Protocols [1]. Holzmann suggested the use of formal meth-
ods for describing and checking the behaviour of communication protocols. In
particular, he developed a protocol validation language, PROMELA, “in order to be
able to study [protocol] structure and to verify their completeness and logical con-
sistency” [1] (p. 90). The use of formal methods for specifying and verifying system
behaviour is not new; but the application of such methods to protocols is of utmost
importance.

The significance of these methods becomes even more apparent when proto-
cols have to achieve secure communication. A certain class of protocols, known
as cryptographic protocols or security protocols, deserves special attention from this
point of view.

Cryptographic protocols are used in several areas, ranging from financial and
industrial communications to governmental applications. Since these kinds of
communication are often exposed to security threats, cryptographic protocols have
to be thoroughly tested and approved before being used.

It is noteworthy that a major flaw in a well-known security protocol, the
Needham—Schroeder Public Key protocol, was detected and corrected using formal
methods [2]. Since this discovery, techniques for formally specifying and verifying
cryptographic protocols have gained considerable recognition.

In the meantime, a novel, special kind of cryptographic protocol has emerged:
quantum cryptographic protocols. These protocols use the principles of quantum
mechanics in order to definitively solve the classical problem of key distribution.
It was Stephen Wiesner that first made the connection between quantum physics
and security, in his classical paper Conjugate Coding [4]. Charles Bennett and Gilles
Brassard developed Wiesner’s ideas further, resulting in the so—called BB84 proto-
col. This was the genesis of quantum cryptography. Several similar protocols have
been proposed since.

It is in the interest of computer scientists to begin dealing with quantum cryp-
tographic protocols seriously. At present, there already exist implementations of
these protocols. Moreover, the experimental physics associated with quantum
cryptography is coming of age. Notably, BB84 has been shown to be uncondi-
tionally secure against all possible attacks.

It is reasonable to ask: is history repeating? It seems so. The very issues which
Polybius identified with fire signals will be issues with quantum protocols. There
will be, of course, much more of “the unexpected”. Quantum cryptographic pro-
tocols have an ingredient that classical protocols do not: randomness. Any useful
attempt at describing and checking the behaviour of quantum protocols must in-
corporate this notion.

The question at the heart of this document is: can we apply the ideas of formal
specification and validation to quantum protocols? and if so, can we use today’s
computers to model their behaviour? It will be shown that, not only are such ideas
relevant, but necessary to ensure the integrity of the quantum cryptographic sys-
tems of today and tomorrow.
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Outline

This document is divided into three parts.

The first part, Preliminaries, develops all the background material relevant to
the specification and verification of quantum cryptographic protocols. In particu-
lar:

+ Chapter 1 presents the basics of protocols and quantum cryptography. It
serves the purpose of a literature survey and formally defines the concepts
assumed in subsequent chapters.

+ Chapter 2 details the three most important protocols (BB84, B92 and
entanglement—based QKD i.e. the EPR protocol) that have been proposed
to implement quantum key distribution. Of these three protocols, BB84
is the one used in our analysis.

The second part of the report, Modelling and Analysis of the BB84 Protocol, focuses
on the techniques used to model BB84 and the results obtained using the CWB—NC
and PRISM software:

« Chapter 3 revisits previous work using CCS and the CWB—NC;

+ Chapter 4 presents a probabilistic model of BB84 in PRISM. It is here that
the main results about BB84 are shown.

The final part of the report is devoted to a presentation of a formal notation used
to describe BB84, B92 and EPR.

+ Chapter 5 defines the syntax and semantics of the formal notation QKD—
FORM, and

+ Chapter 6 concludes by pointing directions for future work and summa-
rizing the results.

Additional Comments

By its nature, this project cannot account for all of the latest developments.
However, an attempt has been made to reference all the relevant resources and
latest literature.

The project has run quite smoothly since the beginning of the year, however
several changes have been made to the original plan. The most important of these
is the adoption of the PRISM modelling tool as the main vehicle of investigation.
Originally the intention had been to experiment with the CWB—NC tool and the
specification language CCs. This tool has been used but to a lesser extent, since the
alternative is much more powerful.

Time management was supported by the Microsoft Project software, and a spe-
cial website at http://www.dcs.warwick.ac.uk/"esvbb/ was established to incorpo-
rate all project-related material.

The online preprint archive hosted at http://uk.arXiv.org/ was of great use
in this project, and references to articles of the archive are given in the form
quant-ph/*****¥* where ******* js a number that uniquely identifies the article.

A large part of the first term was devoted to surveying the relevant literature
and obtaining copies of necessary academic papers. The resultant references list is
quite lengthy, so each chapter of the report has a separate list; the citations in each
chapter refer only to that chapter’s bibliography.
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Nomenclature and Conventions
The notation used in this document is as follows:

* The bold letters A, B,E denote “Alice”, “Bob” and “Eve” respectively,
taken conventionally to be the names of the two legitimate communi-
cating parties and the eavesdropper.

+ Other capital letters denote sequences:

— Capital letters such as B and D denote sequences of values belonging
to Alice.

— Primed capital letters such as B’ and D’ denote sequences of values
belonging to Bob.

— Calligraphic . is used for quantum measurement operators.

— Calligraphic & is used to denote probabilities.

+ Sequences of values are expanded using either a set-like notation, e.g.
{B;l0<i<n—1}
or equivalently using an enumeration, e.g.

[Bos Pro- > By ]

+ Cryptographic keys are written as sequences, but are named using two- or
three- letter acronyms, such as RCK for “raw cryptographic key”, or TFK
for “tentative final key”.

N.P.
Warwickshire, 2002
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CHAPTER 1

Introduction and Literature Survey

If anyone thinks he knows Quantum mechanics,
he doesn’t know Quantum mechanics.
— RICHARD FEYNMAN

Anyone who is not shocked by quantum theory has

not understood a single word.

— NIELS BOHR

UANTUM THEORY has puzzled mankind since it was first conceived. Yet it

is the most complete and accurate scientific model of the world around us.

Research in recent years has made Quantum Theory increasingly relevant

to Computer Science. The product of this research is the new field of Quantum
Computation and Quantum Information Theory.

Widespread interest in this new field was ignited by the discovery of an effi-
cient quantum algorithm for factoring composite integers by Peter Shor [13, 17, 5]
in 1994. This is very significant, as the problem of factoring integers cannot be
solved efficiently on a classical computer [7]. Most of the public-key cryptographic
systems in use today rely heavily on the difficulty of solving this problem. Shor
demonstrated that if a quantum computer was ever built, the security of such sys-
tems could easily be compromised.

A year later, Lov Grover discovered a quantum algorithm for efficiently search-
ing an unstructured space [13]. The notion of information—processing quantum
mechanical devices, called quantum computers, thus gained in currency. Physicists
had been toying with the idea for a while, but the difficulty of implementing such
devices was (and still remains) a major obstacle to progress in this exciting field.

It was several years earlier, however, in 1984, that Charles Bennett and Gilles
Brassard had developed quantum cryptography (2, 4]. Quantum cryptography was
a major advance in the study of secure systems. For the first time in history, a
perfect cryptosystem that was actually feasible had been created.

Quantum computers will be capable of breaking existing cryptographic sys-
tems, but they will give us the opportunity to develop new and more powerful
ones. Quantum cryptographic systems exploit the randomness inherent in quan-
tum mechanics in order to achieve provably secure communication [17]. When
this scheme is implemented successfully, governments, banks and industry (and
any individual with the necessary equipment) will all be able to exchange informa-
tion in perfect secrecy. Recently, it has been proved that quantum cryptography is
completely unbreakable, no matter how powerful the attack is.

This thesis presents systematic analyses of quantum cryptographic proto-
cols. The work discussed herein formed the core of an undergraduate computing
project. This project was undertaken by the author in the final year of his degree in
Computer Systems Engineering at the University of Warwick.
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1.1. Aims and Objectives

Formal methods for specifying and verifying the behaviour of complex systems
have proved very successful in recent years. Such methods are particularly well-
suited to the design of computer protocols, and specialist software tools have been
developed to aid in this endeavour [6, 14].

Specification formalisms used in the study of concurrency, such as cCS [11]
and Csp [14], are among the various methods that can be used for this purpose.
Once the behaviour of a protocol has been completely described using the chosen
formalism, it can checked whether it satisfies certain properties. The most impor-
tant property is that of correctness, and when this property is satisfied, the protocol
is mathematically guaranteed to operate according to specification.

Verification of these properties is particularly valuable for security protocols,
which generally provide, according to [14], the following services to their users:

* secrecy,
- authentication,

* integrity,

* non-repudiation,
« fairness,

* anonymity,

+ and availability.

Formalisms such as those discussed previously have not yet been systematically
applied to the design and validation of quantum cryptographic protocols. The aim
of this work is to make that crucial step. This will have merit for future imple-
mentations of quantum cryptography, and will provide a framework within which
novel protocols for quantum computer systems can be tested.

Original investigations by R. Nagarajan and S. Gay [12] have involved the use
of CCs for specifying quantum protocols. The software tool CWB—NC was used to
check whether the BB84 protocol worked according to CCS specifications. These in-
vestigations have been successful, and the ultimate goal of this project is to further
that work by experimenting with other modelling languages and software tools, es-
pecially the PRISM model-checker developed at the University of Birmingham [8].

The remainder of this chapter presents some fundamental concepts necessary
for an understanding of quantum cryptographic protocols and their modelling.

1.2. Fundamental Concepts

This section attempts to review the concept of cryptography, to define the no-
tion of a cryptographic protocol, and then to describe quantum protocols. The
problem of key distribution is solved with the use of quantum protocols, and this
is explained in detail. All the associated terminology is introduced.

1.2.1. Cryptography

Cryptography is the term used to describe the process of exchanging secret
messages. The very term cryptography stems from the Greek words xpuntdg, mean-
ing hidden, and ypapn, meaning writing. The importance of cryptography has been
recognised since ancient times, and Julius Caesar even had a cryptosystem of his
own.
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The term encryption is used to describe the process by which a simple message
(the plaintext) is made unintelligible. The result of encryption is called the cipher-
text, and a special key needs to be used in order to recover the plaintext from the
ciphertext. Cryptosystem is the collective term used to refer to a particular method
of encryption and decryption. Extensive treatments of cryptography and its math-
ematical foundations are given in [16, 4].

1.2.2. Cryptographic Protocols

In modern computer networks, cryptography is implemented using special
protocols. Protocols in general are defined as procedures governing the exchange
of data between two agents (e.g. people or computers). The precise definition of a
protocol given in [6] is:

Definition 1.1 (Protocols). Protocols are sets of rules that govern the interaction of
concurrent processes in distributed systems.

A cryptographic protocol or security protocol is a particular kind of protocol de-
signed to ensure that the exchange of data is secure. The following is from to [14]:

Definition 1.2 (Security Protocols). The goals of security protocols are to provide
various security services across a distributed system.

The security services mentioned in the above definition are precisely those
listed on page 4.

1.2.3. Quantum Cryptography

Quantum cryptography is a novel kind of cryptography that involves the use of
quantum phenomena in its implementation. It is not in itself a new cryptosystem,
but rather a principle for designing new cryptosystems. Quantum cryptography
uses subatomic particles to encode data. The properties of such particles allow any
interference with the data to be detected. An enemy cryptanalyst or eavesdropper
who tries covertly to obtain the data being exchanged between two parties is always
detected using this method. Quantum cryptography was originally presented in the
Scientific American (reprinted with corrections in [2]).

1.2.4. Quantum Protocols

Security protocols that implement the technique of quantum cryptography in-
clude BB84, B92, and the EPR protocol. These protocols will be discussed in detail
in Chapter 2. A quantum protocol is defined as follows:

Definition 1.3 (Quantum Protocol). A quantum (cryptographic) protocol is a data
communications procedure which employs quantum phenomena and is designed to
ensure secure communication.

Quantum protocols such as BB84 were originally developed for the exchange of
cryptographic keys only. That is, the first quantum protocols were not designed for
communicating encrypted data, but rather to handle the keys needed for two par-
ties to encrypt their data. The protocol proposed recently by Kumar, Yuen et al. [1]
is the first to tackle exchange of encrypted data with quantum effects.

The quantum protocol BB84 has been shown to be unconditionally secure, i.e.
immune against all possible attacks [3]. If such a protocol is used to exchange
cryptographic keys, the keys are guaranteed to be secure. A classical cryptosystem
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that makes use of these keys can then be used to communicate data in secrecy.
Indeed, a classical cryptosystem that is perfect, such as the one—time pad, can be
used once the keys have been exchanged. This means that provably unbreakable
cryptography is possible.

1.2.5. The Qubit

In classical computing, the unit of information is the bit. All computer data is
represented by sets of bits. Designers of communications networks apply the prin-
ciples of information theory and coding to make transmission of bits as efficient as
possible. Classical cryptography involves manipulation of bits too. The quantum
mechanical counterpart of the bit is the qubit. Quantum cryptography involves
representing secret data and keys by sequences of qubits.

A classical bit corresponds to a single binary state, represented by a value of 1
or a value of 0. A bit is always well-defined, since it can have exactly one of these
two values. This is in stark contrast to the value of a qubit: a qubit may have a
value of |1), a value of |0), or anything “in between”. Notice the special notation
for quantum bits: the | ) symbol is called a ket. A qubit does not take on only one
of two values, as a bit does, but one of infinitely many values.

A qubit is formally defined as follows [5]:

Definition 1.4 (Qubit). A qubit is a vector |¢) such that
) = a-|0) +B-[1)

The parameters a and f are complex numbers that satisfy |a|* + |B* = 1.

Therefore, the value of a qubit is generally some combination of the two basic states
|0) and |1) determined by the parameters a and B. The combined state |¢)) is called
the superposition of |0) and |1).

A qubit manifests itself in the physical world in the form of any subatomic par-
ticle, e.g. an electron, or a photon. The most important feature of such a particle
is that, while unobserved, it will remain in some state ) with arbitrary a and B;
when its value is measured (the particle is observed), it will collapse into one of the two
basic |0) or |1) states. That is, attempting to measure the state of a qubit irrevoca-
bly alters that state. This property is exploited in quantum cryptography in order
to detect the presence of eavesdropping; if an unobserved quantum state is sent
over a communications channel, an eavesdropper will change that state simply by
observing it.

1.2.6. Photon Polarisation and Polarisation Bases

So quantum cryptography involves manipulation of qubits — and qubits can
be in any one of infinite states. But what does this mean physically? In section 1.2.3
it was stated that quantum cryptography makes use of subatomic particles. Photons
and electrons are good examples of candidates for physical qubits. Some property
of these particles has to be used to represent state. An appropriate property for
encoding the state of a qubit the polarisation of a photon.

A photon is known to most people as a particle of light. At certain frequencies,
however, a photon will exhibit wave-like behaviour. This dual nature of photons
(and other subatomic particles) is known to physicists as wave—particle duality.
In actual fact, a photon is best thought of as an electromagnetic wave — a wave
produced by an electric field perpendicular to a magnetic field.
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In a three—dimensional coordinate system, this corresponds to an electric field
vector lying in a given plane, and a magnetic field vector in a plane exactly 90° away
from the former. The angle of the plane in which the electric field lies is called the
photon’s polarisation.

There are devices that can be used to fix the polarisation of a given photon; This
is exactly what is needed to encode a quantum state. In direct analogy to the way in
which a transistor can be set in a desired state (corresponding to a classical 0 or 1)
using appropriate input currents, a photon’s polarisation can be set to a particular
angle (corresponding to a quantum state |)).

A basis used to encode quantum bits to photons is the pair of polarisation an-
gles that correspond to the values of those bits. A slightly more general definition
is the following:

Definition 1.5 (Basis). The basis or quantum alphabet maps a pair of binary values
to the states of a quantum—mechanical system, such as the polarization angles of a
photon.

B:(0,1)— (3 ¢)

If, in a given quantum cryptographic system, the rectilinear basis is used, then
0 is encoded as a photon with a polarisation of 0°, and 1 is encoded as a photon
with a polarisation of 90°. When a diagonal basis is used instead, the corresponding
polarisation angles that are used are 45° and 135°.

Definition 1.6 (Rectilinear Basis). A photon is encoded with a rectilinear basis, de-
noted by B, if a 0 is mapped to a polarisation of 0° and a 1 is mapped to a polarisation
of 90°. Formally, the rectilinear basis is the mapping:

B :(0,1) — (0°90°)
Definition 1.7 (Diagonal Basis). A photon is encoded with a diagonal basis, denoted

by R, if a |0) is mapped to a polarisation of 45° and a |1) is mapped to a polarisation
of 135°. Formally, the diagonal basis is the mapping:

X : (0,1) — (45°135°)

An important property of bases is orthogonality. A particular basis is orthogo-
nal if the two polarization angles that it involves are perpendicular to each other.
This has great physical significance since it affects the method in which photons are
measured.

Definition 1.8 (Orthogonal Basis). A basis B defined as:
B:(0,1) (8¢)
is said to be orthogonal if and only if:
0Llg
An example of a non—orthogonal basis is
B:(0,1) — (-20°,20°)
(clearly 9 L ¢). It is obvious that:

Claim 1.1. The rectilinear basis (B =H) and the diagonal basis (8= X) are orthogonal
bases.
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Given a photon which encodes a particular bit, how do we decode it? Decoding
in this context corresponds to performing a physical measurement. Measuring the
state of a photon is done with respect to a particular polarisation basis. If the same
basis that was used to encode a bit to a photon is used to decode it, then the result
is guaranteed to be correct. However, if a different basis is used for decoding, the
result of the measurement is random. There is only 50% chance of obtaining the
correct bit value in this case. This statement is expressed formally below:

Claim 1.2 (Photon Measurement). Let a bit value d be encoded to a photon using
a polarisation basis B. The resulting photon P is subsequently measured using a po-
larisation basis B. If = B, then the measurement of P is guaranteed to produce the
original bit d. If B# B, then the measurement of P will produce either the original bit
d or its complement d with equal probability.

Another important case of photon measurement is when a non—orthogonal basis
is used:

Claim 1.3 (Measurement Using Non-Orthogonal Basis). Let a bit value d be en-
coded to a photon using a non—orthogonal polarisation basis B. Quantum Theory
predicts that there is no one experiment that will unambiguously distinguish between
the two polarization states of such a photon (see [10]).

%%

Now that the basic concepts associated with quantum cryptography have been
discussed, the core focus of this project will be presented: modelling the behaviour
of quantum protocols and checking their validity and level of security.

1.3. Modelling Quantum Protocols

Designing cryptographic protocols for classical computers is complicated
enough; Several methods have been proposed, and the most recent work in this
area is [14].

Quantum protocols are far more difficult to design. The reader can appreciate
the additional level of complexity that quantum protocols admit from the previous
section. Randomness is inherent in quantum systems and quantum protocols are
no different. Whereas a classical protocol is deterministic and all the interactions
involved are predictable, a quantum protocol can only be modelled if the proba-
bility of a particular interaction taking place is considered. For example, observing
a quantum state (such as that carried by a rectilinearly polarized photon) will not
yield the correct value for sure. It will yield a |0) with some probability & and a|1)
with probability 1 — .

The first attempt to formally model quantum protocols [12] did not include
probabilities. Nevertheless, the use of the specification language CCs was sufficient
in order to model the simpler aspects of these. There is a way of expressing events
happening at random in CCS — but this does not include the probabilities with
which these events occur. It is clear that, in order to completely describe and design
quantum protocols, a more powerful specification method is needed.

What is more, once quantum protocols can be fully described in a specifica-
tion language, a tool is required that can verify whether a given implementation
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conforms to the specification. It seems that the most appropriate language — for
both specifying and verifying quantum protocols — is PRISM.

1.3.1. The PRISM System

PRISM is a specialized piece of software developed at the University of Birming-
ham [8] especially to aid in the specification and verification of complex systems .
It automatically verifies properties of probabilistic models. Probabilistic models are
labelled transition systems which incorporate information about the likelihood of
transitions between states occurring. There are three main types of probabilistic

models:

(1) Discrete-Time Markov Chains (DTMCs),

(2) Markov Decision Processes (MDPs),

(3) and Continuous-Time Markov Chains (CTMCs).
These variations are described in more detail below?.

Discrete-Time Markov Chains define the probability of making a transition
from one state to another. DTMCs can be used to model either a single probabilis-
tic system or several such systems which operate in synchrony. A DTMC is defined
formally as follows:

Definition 1.9 (Discrete-Time Markov Chain). A DTMC is a tuple (S,5,P, L) where
S is a finite set of states, 5 is the initial state, P : SX S+ [0, 1] is the transition proba-
bility matrix and L : S + 247 is the labelling function.

Note that, in the definition above, an element Py in the transition probabil-
ity matrix denotes the probability of making a transition from state s to state s’.
The labelling function is used to attach properties of interest (expressed as atomic
propositions from a set AP) to particular states.

A Markov Decision Process is a generalisation of a DTMC, and is capable of
describing both probabilistic and nondeterministic behaviour. Nondeterministic
systems differ from probabilistic systems in that, the exact probabilities of certain
transitions are not known, or are known but irrelevant. Also, nondeterministic
models can be thought of as sets of probabilistic systems operating in parallel. The
formal definition of a MDP is:

Definition 1.10 (Markov Decision Process). A MDP is a tuple (S, 3, Steps, L) where S
is a finite set of states, 5 € S is the initial state, Steps : S — 2P is the transition
function and L : S+ 24% is the labelling function.

The definition of a MDP differs from that of a DTMC in that, instead of a tran-
sition matrix, a transition function is used. For a given state s € S, the elements of
Steps(S) denote nondeterministic choices available in that state; each such choice is
a probability distribution (belonging to the set of probability distributions Dist(S))
which gives the probability of making a transition to any other state.

Finally, Continuous—Time Markov Chains differ from DTMCs in that transitions
occur in real time, not in discrete time steps. A CTMC is defined in a similar man-
ner to DTMCs and MDPs but involves a transition rate matrix, which states the rates

1pr1sM can be downloaded from the following URL: http://www.cs.bham.ac.uk/dxp/prism/.

The version used for this work was PRISM 1.2 for Linux.
’The author wishes to acknowledge the help of Dr. David Parker, who kindly provided material
from his doctoral dissertation, upon which this section is based.
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at which transitions occur as opposed to their probabilities. CTMCs are not consid-
ered further in this thesis.

The aforementioned types of models are suitable for describing the behaviour
of cryptographic protocols that are probabilistic, such as quantum protocols. This
matter is discussed in section 4.1. In order to verify whether such models satisfy
certain properties, the properties have to be expressed in a formal manner. The
notation used in the PRISM tool to verify DTMCs and MDPs is named PCTL, which
is an abbreviation for Probabilistic Computational Tree Logic.

In order to construct and verify a model in PRISM, two input files are required:

(1) A system description file, consisting of a description of the model in the
PRISM language. The type of the model is declared at the beginning of
the file, and may be probabilistic (i.e. a DTMC), nondeterministic (i.e. a
MDP), or stochastic (i.e. a CTMC). The rest of the file consists of variable
declarations, and a listing of each of the agents in the model (termed mod-
ules in PRISM). Each module is made up of a set of states and transitions
between them.

(2) A properties file, consisting of a list of properties which the model must
satisfy. The properties are expressed in PCTL for probabilistic and nonde-
terministic models.

1.3.2. The Concurrency Workbench of the New Century (CWB-NCQ)

The Concurrency Workbench of the New Century (CWB—NC %) is the tool used
in [12] to verify the quantum protocol BB84. It is an interpreter for the CCS for-
malism, originally designed by Robin Milner [11] for the description of concurrent
systems.

The use of the CWB—NC for specifying quantum protocols is discussed in Chap-
ter 3. It must be noted that this tool is somewhat simpler than PRISM, but it does
not allow probabilities to be included in system models.

1.4. Summary and Conclusion

This chapter has supplied the reader with all the background relevant to the
specification and verification of quantum cryptographic protocols. Firstly, the ori-
gins of this project were presented. Then an account was given of previous work
and the aims and objectives of the project. The technicalities of cryptography and
quantum information, and the nomenclature involved, were detailed. Finally, the
modelling and analysis techniques to be applied to quantum protocols were de-
scribed.

It is well-understood that the techniques used in this project are timely and
novel. Formal specification and verification is generally accepted as a useful and
successful practice in industry. There already exist industrial implementations of
quantum cryptography and it is likely that there will be several more in years to
come. The methods described herein will provide a sound theoretical basis for
designing and testing such systems.
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CHAPTER 2

The Quantum Cryptographic Protocols BB34,
B92, and EPR

[Quantum teleportation] is quite similar to transubstantiation, the
process whereby a person will suddenly dematerialize and
rematerialize somewhere else in the world. This is not a bad way to
travel, although there is usually a half-hour wait for luggage.

— WOODY ALLEN

The human mind treats a new idea the way

the body treats a strange protein — it rejects it.

— PETER MEDAWAR

HE AIM of this chapter is to present the three main quantum cryptographic

protocols that have been proposed to date. All of these protocols imple-

ment quantum key distribution (QKD). The sender and receiver, just as in

classical cryptography, are conventionally called Alice and Bob. Using these pro-

tocols, Alice and Bob are able to establish a common cryptographic key. The first
protocol (BB84) will be systematically analysed and modelled in later chapters.

2.1. The BB84 Protocol

The BB84 protocol is named after its two inventors, Charles Bennett and Gilles
Brassard, who published it in 1984. The key emerges as the protocol proceeds,
starting from an initial random bit sequence.

There are two channels of a different nature separating Alice and Bob. One
channel is private and is made to carry quantum bits; for this reason, it is termed the
quantum channel. The other channel is classical and is publicly accessible: it could
equally well be a telephone line or a radio broadcast. In fact, any data exchanged
over the second channel is insecure and open to everyone. Curiously, this feature
does not affect the overall security of BB84. None of the information exchanged
over this channel is of use to an eavesdropper.

BB84 takes place in two phases, the first over the quantum channel, the second
over the public, classical channel. In the first phase, Alice and Bob exchange a
random set of qubits (typically photons over an optical fibre). In the second phase,
they discuss some of the measurements that they made.

An eavesdropper, Eve, is assumed to have access to both the quantum channel
and the classical channel. Furthermore, Eve is assumed to have equipment just as
powerful as Alice’s and Bob’s available. Due to the properties of quantum bits,
Eve’s presence will not go completely unnoticed. Alice and Bob will take measures
to minimize the amount of valid information that Eve can obtain about their secret
key.

In the first phase of the protocol, Alice chooses a basis with which to encode
a bit of data at random. When Bob receives the photons sent by Alice, he has to

13
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decode each using another basis chosen at random. In many cases, Bob’s choice of
basis will be different from Alice’s, and then he is bound to get an incorrect bit of
data (due to Theorem 1.2). It is found by calculation that there is a 25% chance
that each measurement Bob makes is wrong.

The second phase of the protocol allows Alice and Bob to compare their mea-
surements and to detect whether eavesdropping has occurred. In those cases where
Bob made an incorrect measurement, he and Alice discard the corresponding bits.
The final step BB84.2.5 is the most important part of the protocol. In this step, a
selection of bits for which both Alice and Bob have used the same basis are sent by
Alice over the public channel. Normally, the corresponding bits in Bob’s sequence
should agree. In other words, since Alice and Bob used the same basis for encoding
and decoding the bits in TFK4 and RCKp, it should be that TFK4 = TFKp. If not,
it means that an eavesdropper has measured the photons on the channel, and sent
random substitutes to Bob. An eavesdropper cannot measure the photons and si-
multaneously send an identical copy to Bob. This is the property of non—cloneability
of quantum states and is what makes eavesdropping detectable in BB84.

The BB84 protocol is shown in detail in Figure 2.1. The version of the protocol
shown in the figure is capable of dealing with errors. Physicists have been able
to devise clever error—correction techniques; it is, in fact, possible to distinguish
channel errors from errors induced by eavesdropping. Modelling quantum error
correction procedures in detail is an area for future work. For reasons of simplicity,
quantum error correction only discussed briefly in section 2.1.

Figure 2.1 deserves some explanation. All the protocols described in this chap-
ter will be displayed in the same format. Each step of the protocol has a unique
number, e.g. BB84.2.1 which will be used for reference purposes. Furthermore,
each step has a short description, somewhat in the style of Knuth [2].

%

The above presentation of BB84 raises some interesting questions:

+ What about error correction?
* What is privacy amplification (see (BB84.2.4))?
* How can Eve try to attack the protocol?

A short discussion of these issues is given below.

Error Correction. In quantum key distribution (QKD), discrepancies between
sent and received bits are assumed to be a consequence of eavesdropping. Also, the
protocols will work only if the quantum channel error rate is above a certain thresh-
old. Therefore, care needs to be taken to ensure that eavesdropping is distinguished
from channel errors. For this purpose, a quantum key distribution protocol nor-
mally includes an error correction procedure and a privacy amplification procedure.
Since QKD is particularly susceptible to errors, the use of quantum error correction
is necessary.

Privacy Amplification. As Alice and Bob perform steps to reduce errors, they
must not disclose any information about the key itself to a potential eavesdropper.
Privacy amplification is the process by which Alice and Bob minimize the amount
of mutual information such a third party could ever gain about the key. In the
BB84 protocol, some of the original bits will be correctly decoded by an eavesdrop-
per. Consequently, the key that results in the presence of an eavesdropper is only
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PHASE 1. COMMUNICATION OVER QUANTUM CHANNEL

BB84.1.1 (Generate Initial Bits.) Alice generates a random sequence
D= {dl|0 < Z< n_l} = [dO)dl)---)dnfl]

of n bits.

BB84.1.2 (Choose Encoding Basis.) Alice chooses at random whether to use
the rectilinear (in which case B; = H) or diagonal basis (in which case
B; = X) to encode each of the bits in D. This can be expressed as a
sequence of bases

B= {/91‘|0 <ig<n-1}= [Bo By > Byt ]
BB84.1.3 (Encode and Transmit Qubits.) Alice encodes each of the bits in D

with the corresponding basis in B and transmits the resulting qubits
over the quantum channel.

BB84.1.4 (Receive Qubits.) Bob retrieves the qubits one by one from the chan-
nel.

BB84.1.5 (Choose Decoding Basis and Decode Qubits.) Bob decodes each
qubit with the basis B; (either B or X). Thus Bob obtaines a sequence

/ ! . ! ! !
D:{dl|0<l<n_1}:[ 0 Areees Tl—l]
PHASE 2. COMMUNICATION OVER CLASSICAL CHANNEL

BB84.2.1 (Disclose Decoding Bases.) Bob tells Alice which basis B: he used to
obtain each bit d} in D'

BB84.2.2 (Discard Invalid Bits.) Alice tells Bob, for each bit d; in D, whether
she used the same basis for encoding. She discards those bits in D
for which a different basis was used than Bob. Similarly, Bob discards
those bits in D' for which he used a different basis than Alice. The
d;, d. for which B, = B. are stored in the tentative final keys TFK4 and
TFKp.

BB84.2.3 (Error Correction.) Alice and Bob engage in a quantum error correc-
tion procedure, as described in [5, 1, 4]. This results in “reconciled
keys” RCK4 for Alice and RCKp for Bob.

BB84.2.4 (Privacy Amplification.) Alice chooses an upper bound A and a se-
curity parameter s. She takes r = n—s—A random subsets of RCK4
and tells Bob how to recreate them. Then Alice and Bob measure the
parities of these subsets (which are the same), and these parities form
the final, secret key K.

FIGURE 2.1. PROTOCOL BB84 (QUANTUM KEY DISTRIBUTION).

partially secure. The tentative final keys
?
TFK4 = TFKp
are subjected to error correction, thus resulting in the reconciled keys
?
RCK,4 = RCKp.

An eavesdropper is likely to know some of the bits in the reconciled key. Privacy
amplification ensures that those bits known to the eavesdropper are not used in the
final secret key K, common to Alice and Bob.
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Privacy amplification consists of the following steps. Alice and Bob decide on
an upper bound A on the number of bits likely to be known to the eavesdropper.
They also decide on a security parameter s. Assuming their key consists of n bits,
they select (1 —A —s) random subsets of the reconciled key, without revealing their
contents. The parities of these subsets form the final secret key. According to [1],
the probability that an eavesdropper has any information about the parity of any
one of these subsets is:

9~ (n—k-1)

Py < ———
kp In2

Collective and Coherent Attacks. Various kinds of attacks on BB84 and simi-
lar protocols have been suggested to date. In particular, eavesdropping on a quan-
tum channel can be opaque or translucent. The use of translucent eavesdropping,
combined with a so—called coherent attack, is the most general way of attacking a
QKD protocol. A coherent attack is a special case of a collective attack, which is
based on the idea of performing measurements on the channel after the final key
has been decided. The eavesdropper attaches a special probe to particles sent over
the quantum channel; these probes are stored in a quantum memory until Alice
and Bob perform error correction and privacy amplification. A maximal amount
of information about the final key can be obtained by correlating this data. When
a probe is attached to all the bits transmitted over the channel, we have a coherent
attack.

2.1.1. AFormal Description of BB84

It is necessary to describe BB84 in more formal terms. In particular, expressing
the protocol’s behaviour in a formal programming language — like notation will
facilitate writing models of its behaviour in CCS and PRISM.

Figure 2.2 shows a description of BB84 in a simple notation (“QKD—FORM”)
that includes conditional statements (if ... end if) and loops (for ... end for). Alice
and Bob’s actions are written in a CCS-like syntax (i.e. Agent.action). For example,
A.encode(s;, B;) denotes the action encode being performed by Alice (A) on the data
bit s; with the basis 8;. The matching descriptions, e.g. (Transmit Photons), are
shown to the right of the actions.

The actions themselves (encode, decode, send, qsend, keep, discard, abort) are
self-explanatory. Note the distinction between gsend (“send a photon over the
quantum channel”) and send (“send a bit or message over the classical channel”).

A few more words are in order concerning the notation of Figure 2.2. The
actual data being sent between Alice (A) and Bob (B) consists of photons P;, and
bits s; or messages (“correct”/“invalid”) over the classical channel. Each photon is
the result of encoding Alice’s data bit s; using either the rectilinear basis (i.e. 8, = H)
or the diagonal basis (i.e. ; = K). The messages “correct” and “invalid” indicate
the success or failure of a comparison, respectively: when a “invalid” is received, it
means that the current bit is invalid. The notation is called QKD—FORM and is quite
arbitrary, but is a suitable formalism for the description of quantum cryptographic
protocols. It will be used in subsequent descriptions of other protocols and will be
summarized in Chapter 5.
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BB84.1.1
BB84.1.2

BB84.1.3

BB84.1.4
BB84.1.5

BB84.2.1
BB84.2.2

BB84.2.3

BB84.2.4

PHASE 1. COMMUNICATION OVER QUANTUM CHANNEL

for 0<i<n—-1:
d; .= A.randombit();
b; := A.randombit();
if (b; =0)
then g, :=H;
if (b;=1)
then g, := X;
P; := A.encode(d;, B;);
A.transmit(P;);
P! := B.receive();
b’ := B.randombit();
if (b'=0)
then ,8: =H;
if (bi=1)
then ,8§ =KX
d. := B.decode(P!, B.);
end for

PHASE 2. COMMUNICATION OVER CLASSICAL CHANNEL

for 0<i<n—1:
B.send(ﬁ’;);

if (,6’; =p;) then
A.store(d;, TFK);
A.send(“correct”);
A.store(d!, TFK');
else
A.send(“invalid”);
end if
end for
RCK := A.correcterrors(TFK);
RCK' := B.correcterrors(TFK');
A.define(s,A);
Ri=n—-A-s;
for 0<j<R-1:
(Ej, Ind;) := A.randomsubsetof (RCK);
A.send(Ind;);
E'j := B.recreate(Z, Ind;);
pj == A.getparity(Z;);
P} := B.getparity(5));
end for

K=K'"={pj} = {p}}

FIGURE 2.2. FORMAL DESCRIPTION OF BB84. An attempt at de-
scribing the BB84 protocol in QKD—FORM, a formal, programming

language — like notation.

2.2. The B92 Protocol

Soon after BB84 was published, Charles Bennett realized that it was not nec-
essary to use two orthogonal bases for encoding and decoding. It turns out that a



18 2. THE QUANTUM CRYPTOGRAPHIC PROTOCOLS BB84, B92, AND EPR

single non—orthogonal basis can be used instead, without affecting the security of
the protocol against eavesdropping. This idea is used in the B92 protocol, which is
otherwise identical to BB84. B92 is detailed in Figure 2.3 and expressed in QKD—
FORM in Figure 2.4.

PHASE 1. COMMUNICATION OVER QUANTUM CHANNEL

B92.1.1 (Generate Initial Bits.) Alice generates a random sequence
D= {dl|0 < Z< n_l} = [dO)dl)---)dnfl]

of n bits.
B92.1.2 (Fix Encoding Basis.) Alice decides on a non—orthogonal encoding ba-

sis
B:(0,1)— (8¢
where 0 £ ¢.

B92.1.3 (Encode and Transmit Qubits.) Alice encodes each of the bits in D
with the basis B and transmits the resulting qubits over the quantum
channel.

B92.1.4 (Receive Qubits.) Bob retrieves the qubits one by one from the chan-
nel.

B92.1.5 (Choose Measurement Operator and Decode Qubits.) Bob decodes
each qubit with the the quantum operators .#g and //[ﬁ. Thus Bob

obtaines a sequence
D ={d|o<i<n-1}=[dyd,,....d,_;]

PHASE 2. COMMUNICATION OVER CLASSICAL CHANNEL

B92.2.1  (Discard Invalid Bits.) Bob tells Alice, for each bit d’ in D/, whether
he detected an erasure. Alice discards those bits in D for which Bob
detected an erasure . Similarly, Bob discards those bits in D’ for
which he detected an erasure. The d;, d; for which non—erasures oc-
curred are stored in the tentative final keys TFK4 and TFKp.

B92.2.2  (Error Correction.) Alice and Bob engage in a quantum error correc-
tion procedure, as described in [5, 1, 4]. This results in “reconciled
keys” RCK4 for Alice and RCKp for Bob.

B92.2.3  (Privacy Amplification.) Alice chooses an upper bound A and a se-
curity parameter s. She takes r = n—s—A random subsets of RCK4
and tells Bob how to recreate them. Then Alice and Bob measure the
parities of these subsets (which are the same), and these parities form
the final, secret key K.

FIGURE 2.3. PROTOCOL B92 (QUANTUM KEY DISTRIBUTION).
Because of Theorem 1.3, neither Bob nor Eve can unambiguously decode all

the bits on the quantum channel. However, Bob can perform two separate mea-
surements using the quantum projection operators:

M My=1-19)(8
@ My=1-] P A

This assumes that the non—orthogonal basis is defined as

B:(0,1)— (8 9
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By performing measurements using the operators .#g and .#g, Bob either detects
Alice’s transmitted bit correctly, or a random result known as an erasure. The cor-
rect measurements are termed non—erasures.

The second phase of B92 is the same as that of BB84, and the bits for which
Bob received erasures are discarded from both Alice and Bob’s sequences. Clearly,
Eve’s presence is evident from a particularly high error rate in Bob’s raw key.

It is interesting to note that, in B92, the probability of Bob receiving Alice’s
transmission correctly is [3]:

1 —cos?(20)

Pcor = 5

, 0<6<ir
4
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B92.1.1
B92.1.2
B92.1.3

B92.1.4
B92.1.5

B92.2.1
B92.2.2

B92.2.3

B92.2.4

PHASE 1. COMMUNICATION OVER QUANTUM CHANNEL

for 0<ig<n—1:
d; .= A.randombit();
U:= A.randomangle();
P; := A.encode(d;, 0);
A.transmit(P;);
P! :=B.receive();
b! := B.randombit();
if (b}=0)
then op := Ay
if (bi=1)
then op := .4 y;
d} := B.decode(P", op);
end for

PHASE 2. COMMUNICATION OVER CLASSICAL CHANNEL

for 0<ig<n—1:
B.send(ﬁg);
if (B; =p;) then

A.store(d;, TFK);
A.send(“correct”);
A.store(d!, TFK');
else
A.send(“invalid”);
end if
end for
RCK := A.correcterrors(TFK);
RCK' := B.correcterrors(TFK');
A.define(s,A);
Ri=n—-A-s
for 0 <j<R-1:
(5, Ind;) := A.randomsubsetof (RCK);
A.send(Ind;);
E'j := B.recreate(Z, Ind;);
pj = A.getparity(Z;);
p} = B.getparity(Z));
end for

K=K'"={pj} ={p}}

FIGURE 2.4. FORMAL DESCRIPTION OF B92. A description of the

B92 protocol in QRD—FORM, a formal, programming language — like
notation.
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2.3. The EPR Protocol

An entirely different class of quantum cryptographic protocols was suggested
by Artur Ekert in 1991: entanglement—based QKD protocols. These protocols use
so—called EPR pairs of particles in order to encode the bits of a key. EPR stands
for Einstein, Podolsky and Rosen, who presented a famous paradox in their 1935
paper. The EPR paradox concerns special pairs of particles which are entangled,
or correlated, with each other. These particles may typically be at a distance from
each other, but when one of them is measured, the result of measuring the other is
known. This strange behaviour was referred to as “spooky action at a distance”.

In order to account for this, the three physicists suggested the existence of hid-
den variables, which quantum theory had not accounted for. On this premise, they
claimed that quantum theory was incomplete. However, in 1964, J. Bell discovered
a way of proving whether a given system and/or theory involved hidden variables:
hidden—variable theories have to satisfy the so—called Bell inequality. It was found
that quantum theory does not.

Nevertheless, EPR pairs are still important and can be created using laboratory
equipment. Ekert proposed that entangled particles could be used to detect eaves-
dropping in a quantum cryptographic system; if an eavesdropper measured one of
the entangled particles, this would inevitably affect the other one. In the EPR pro-
tocol, the eavesdropper is treated as a hidden variable in the exchange of EPR pairs
between Alice and Bob. Bell’s inequality can then be used to detect Eve’s presence.

%

Consider an entangled pair of photons (P1,P2). If the polarization of P1 is
measured, then the polarization of P2 is known and vice versa. To put this in
more formal terms, if the mixed quantum state of the EPR pair is given by (here
subscript ; refers to P1, subscript ; refers to P2):

_l_
V2

then measuring P1 will either give:

1€2) (19)1])2 = [9)119)2)

» a polarization angle 8 for P1 and a polarization & for P2, or
+ a polarization angle & for P1 and a polarization @ for P2.

In the EPR protocol, three encoding and decoding bases are used:
By (0,1 (89
B (01— (g¢)
B, :(0,1)= (xx)

These bases correspond to the following EPR—pair states:

192) =55 (19:118)2 = 9)1]9)2)
120 =25 (lohle)2—¢)le)2)

|£2,) = ()12 =1 1x)2)

S5

S
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In order to decode the resulting pairs, the following measurement operators
have to be used (see [3] for details):

My = |ﬁ)<ﬁ|
My =e) (gl
M =1x) (X

The EPR protocol is summarized in Figure 2.5; the version of the protocol in
the figure is based on the explanations given in [1].

EPR.1.1

EPR.1.2

EPR.2.1

EPR.2.2

EPR.2.3

EPR.2.4

EPR.2.5

PHASE 1. PREPARATION

(Choose Encoding Bases.) Alice chooses three encoding

bases B, B;, B,
(Choose Decoding Operators.) Bob chooses three measurement op-

erators Ay, M1, M>.

PHASE 2. KEY GENERATION

(EPR—pair Production.) A source . produces a sequence of maxi-
mally entangled pairs of photons {(P1,P2)} and sends P1 to Alice and
P2 to Bob, for all pairs (P1, P2).

(Measurement by A.) Alice measures her particles with respect to ei-

ther B, B, or ;.

(Measurement by B.) Bob measures his particles using the one of the
operators Ao, M1, M.

(Comparison of Measurements.) Alice and Bob exchange the vectors
used (essentially, the B, .#; used for some of the bits d;) for some of
their measurements over a public channel, and keep only those values
for which their measurements were compatible. Those values form the
final key.

(Test for Eavesdropping.) Alice and Bob verify whether their results
satisfy the generalized Bell inequality by computing the probabilitities
P (A,i,b) and H(B,i,b). If the Bell inequality is violated, no eaves-
dropping has occurred and the final key is known to be secure. Other-
wise, it is rejected.

FIGURE 2.5. PROTOCOL EPR (QUANTUM KEY DISTRIBUTION).
An eavesdropper, Eve, can typically perform the following two attacks on the

EPR protocol:

+ Eve measures P1,P2 or both as they are transmitted from the source .

to Alice and Bob. In this case, the final keys in step EPR.2.4 are not the
same for Alice and Bob.

+ Eve substitutes the source’s particles with other particles prepared by her-

self in advance.

Eavesdropping is detected in step EPR.2.5, which involves testing whether the
Bell inequality holds. It must be noted that #(A, i, b) and (B, 1, b) are the prob-
abilities that Alice (and Bob, respectively) obtain the bit value b when measuring
with respect to B; (or .#;, respectively).

A formal listing of the steps in EPR is shown in Figure 2.6.
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PHASE 1. PREPARATION

EPR.1.1  A.define(By, By B,
EPR.1.2  B.define( My, #, #>);

PHASE 2. KEY GENERATION

for 0<ig<n—-1
EPR.2.1 (P1,P2) := .FcreateEPRpair();
P; := Fsendparticle(P1);
P! := Zsendparticle(P2);
EPR.2.2 B; = atrandom(B,, B,, B,);
d; := A.measure(P;, B;);
EPR.2.3 M; = atrandom( My, M\, H>);
d; .= B.measure(P’, B;);
EPR.2.4 if (compatible(B;, .#;)) then
A.store(d;, K);
B.store(d, K');
else A.send(“invalid”)
EPR.2.5 Prp:= (A4, b);
Prg:= #(B,i,b);
BELL := A.checkBelllnequality(Pr 4, Prp);
if (BELL) then
A.discard(K);
B.discard(K");
else K =K'
end for

FIGURE 2.6. FORMAL DESCRIPTION OF EPR. A description of the

EPR protocol in QKD—FORM, a formal, programming language — like
notation.

2.4. Summary and Conclusion

This chapter has detailed the three quantum cryptographic protocols BB84,
B92 and EPR. For each protocol, a general description was given as well as a sys-
tematic listing of the steps involved. The protocols were also expressed in QKD—
FORM, providing a more—or—less complete and unambiguous description of each.
This lays the foundations for Part 2 of this thesis, where the BB84 protocol will be
subjected to computer modelling and validation.
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CHAPTER 3

A Model of BB84 in CCS

Aseal is only as good as the man in whose briefcase it’s carried.
— KAREN SPARCK JONES

In God we Trust.
All Others we Monitor.
— NSA MOTTO

F ALL THE PROTOCOLS presented in the previous chapter, it seems that

B92 is the simplest: it involves the use of only one encoding basis and

does not require the generation of entangled photon pairs. However, we

will deal solely with the BB84 protocol in the remainder of this thesis. There are

two reasons for this. The first is historical: BB84 is the oldest and the most typical

quantum protocol. The other reason is that existing implementations of quantum
key distribution use BB84, with very few exceptions.

As stated before, our goal will be to develop a model of BB84 and to use ver-
ification software to check whether the model satisfies necessary properties. We
will assume an error—free channel, so error correction will not be considered. The
property of most concern to us is the immunity of BB84 against eavesdropping. As
stated in [3],

“Proofs of unconditional security of the BB84 protocol exist
and we have no reason to doubt their correctness. Neverthe-
less, we argue that the modelling/analysis approach has merit
for the study of this and other quantum security protocols.”

The vehicle of investigation will be the concurrency formalism CCS and the
software tool CWB—NC, described briefly in Section 1.3. The reasons for choosing
CCS are threefold:

(1) it is suitable for modelling interactions within complex systems, such as
security protocols;

(2) it is capable of dealing with non—deterministic behaviour, such as that
exhibited by quantum protocols;

(3) there exist inference rules and automated verification tools for proving
that a system model operates according to its specification.

Clearly ccs is appropriate for verifying protocol security.
3.1. Brief Review of CCS

It would take an entire book to completely present the CCS notation and all its
expressive power; for a good treatment of CCS, the reader is referred to [1, 2]. What
follows is a cursory review of the key concepts of CCs.

27
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A system is modelled in CCS as a set of interacting agents or processes. These
agents coexist and operate simultaneously. Furthermore, they interact through
handshakes or synchronizations. Agents are typically represented by capital letters
or strings starting with a capital letter (e.g. A for Alice, B for Bob, but .# for an EPR
source, Empty for an empty communication channel).

Agents are capable of performing internal actions, denoted by “names”, i.e.
lowercase strings, e.g. perform, correcterrors. These actions are performed in some
particular order, which is given in the definition of the agent.

Interactions are a special brand of actions; they allow agents to perform cer-
tain things in tandem. To explain how this works, consider two agents P, Q which
contain the actions put and put respectively. When P and Q execute concurrently,
these two actions will have to be performed at the same time. If one agent is busy
performing another action, then the second agent has to wait in order for the syn-
chronization to occur.

Actions and interactions can take arguments — in which case the “value—
passing calculus” is employed. An example of a value—passing action is put(d, b),
which could denote the placement of the values d and b into part of an agent.

Agents are combined together in CCS using operators. In order for two agents
to execute concurrently, they have to be composed using the “|” operator. Agents
with actions occurring in a particular order are defined using the sequencing “.” op-
erator. For example, a.A.0 is the agent that first performs action a, then performs
agent A, then stops (0 is the so—called inactive agent). The “+” operator combines
agents non—deterministically: (A + B) is the agent that either behaves as agent A or
as agent B at a given moment.

Synchronizations in a system of concurrent agents are presented using the rela-
belling operator “\.Z””. For example, (P | Q)\.Z where .Z = {get, put} is the system
consisting of agents P and Q which synchronize on the interactions get and put.

Finally, agents can be proved to be equivalent. There are various kinds of equiv-
alence, including behavioural equivalence, congruence, bisimulation, trace equiv-
alence, all defined meticulously in [1]. In our effort to prove the security of BB84
we will use only the notion of trace equivalence.

3.2. The BB84 Protocol Model

The BB84 protocol involves two main parties: Alice (A) and Bob (B). These
parties will be modelled as two distinct CCS agents. Alice and Bob interact by means
of a quantum communication channel (the public channel is unnecessary in a basic
protocol model). The channel is modelled by two CCS agents, Empty and Full(d, b),
denoting an empty channel and a channel containing a single data bit d encoded as
a photon using the basis b.

The aforementioned agents are defined as follows:

A = choose(x). (W(x, 0).M(O)go.A + put(x, 1).%(1).go.A)
B = ‘measure(0).get(x). (reveal(b).if b =0 then @(x).@.B else g_o.B) +
+ measure(1).get(x). (reveal(b).if b =1 then @(x).g_o.B else g_o.B)
Empty = put(d,b).Full(d,b)
Full(d,b) = measure(b').if b’ = b then get(d).Empty
else (ge7(0).Empty + gef(1). Empty)
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The behaviour of these agents is illustrated below in the form of state transition
diagrams.

put(x, 1) put(x,0)

FIGURE 3.1. The agent A representing Alice.

reveal(1) reveal(0)

get(d)

measure(—b

FIGURE 3.3. The interaction of the two channel agents.
3.2.1. Case of No Eavesdropping

Assuming that no eavesdropping occurs, the basic model of BB84 consists of
the composition of Alice, Bob and the channel. The protocol model in this case can
be written as the agent (note the absence of the Full(d, b) agent, which is contained
within Empty):

(3) BB84 = (A | B| Empty) \{put, get, measure, go, reveal}

As indicated in (3), the actions put, get, measure, go, reveal are synchroniza-
tions. Any agent needing to write to or read from the quantum channel (i.e. per-
form the put, get, measure actions) needs to synchronize with the channel (meaning
that the channel needs to be ready). The go synchronization is necessary so as to
ensure that Alice does not place values on the channel before Bob has processed
them. When a measurement is revealed, both Alice and Bob synchronize via the
reveal synchronization.
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3.2.2. Case of Eavesdropping

If an eavesdropper is present, then she needs to be modelled as a separate agent:

E def measure(0).get(x).put(x,0).E + measure(1).get(x).put(x, 1).E

This assumes that the eavesdropper performs what is known as an intercept—
resend attack. This attack can be explained directly in terms of the definition of E:
if she intercepts (measures) a 0 on the channel, she places a 0 on the channel again;
if she intercepts a 1, she places a 1 on the channel again.

Another possible eavesdropping attack would be to place a random value on
the channel after measuring it. For such an attack, the eavesdropper must be mod-
elled as follows:

E = W(O).get(x).(W(x,0)+p_ut(x,1)).E+
+ measure(1).get(x). (W(x, 0) + put(x, 1)) .E

However, we will assume an intercept-resend attack.
The complete protocol when the eavesdropper is taken into account can be
written:

(4) BB84’ = (A | B | E| Empty) \{put, get, measure, go, reveal}

%

3.2.3. Desired Behaviour: The Specification of BB84

Amongst the actions in the agents A, B, E, Empty, Full(d, b), only choose(x)
and keep(x) are internal. In other words, all other actions are synchronizations.
The action choose(x) denotes the possibility that Alice chooses to send the value x
into the channel. The action keep(x) denotes the case in which a received bit x is
kept by both Alice and Bob, and forms part of the final key.

The desired behaviour of the protocol can be expressed as follows:

“For each bit x chosen by Alice, if a different basis is used by Bob
for decoding, x is discarded; otherwise x is kept.”
This property can be expressed as a CCS agent:
(5) Spec = choose(x). (Spec +@(x).8pec)
This completes the CCS model of BB84 protocol.

%%

3.2.4. Verification of BB84 using CWB-NC

In order to check whether BB84 operates according to the specification given
previously, it is necessary to compare the agents given by equations (3), (4) and (5).
To state this more concretely, we need to find out whether:

(6) BB84 = Spec

(7) BB84' = Spec
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There are two possible approaches to solving this problem:

+ The inference rules of CCS can be applied manually, in order to prove
whether the above agents are equivalent. The relations for the various
kinds of agent equivalence then need to be used.

* An automated verification tool for CCs agents can be used to check this
directly.

The second approach is more direct and generic, and it is that approach that we
have taken. The CWB—NC software tool has been used for this purpose.

3.3. Results

The CWB-NC proves that (6) holds, but (7) does not. In particular, the case
in which eavesdropping does not occur (agent BB84) is trace—equivalent to the
specification. Two agents are said to have trace equivalence if their sets of possible,
observable actions are identical (i.e. they have the same trace).

This result is precisely what is required; when there is no eavesdropper, a key is
securely established between Alice and Bob. To make this clear, the trace of agent
BB84 is:

choose(x). (Spec + @(x).Spec)
which is exactly the same as agent Spec. This means that, all the bits x that Alice
chooses are indeed kept at the end of the protocol, forming part of the final key.

Conversely, when an eavesdropper is present, the sequence of actions:

choose(0).keep(1)

arises in the trace of agent BB84’. This corresponds to the situation in which the
value received by Bob is different from that originally sent by Alice. In terms of the
underlying physics, this can only happen if the quantum channel has been observed
by a third party or if an error has arisen on the channel — both these occasions
would perturb the value originally sent. Since an error—free channel is assumed,
the former case is the only explanation. Thus, theory agrees with experiment, and
the trace shown above is caused by eavesdropping.

Essentially, it has been shown that, indeed, if eavesdropping occurs during
BB84 a key will not be established. To rephrase this argument, BB84 is, indeed,
perfectly capable of allowing two parties to establish a secure cryptographic key.

A Note Regarding the Use of CWB-NC

The definitions of agents given in the previous sections cannot be handled per
se by the CWB—NC tool. The reason is that they have been expressed in the value—
passing calculus, which this tool does not support. Furthermore, the conditional
statements (if, then, else) are notational conveniences which are not part of proper
ccs. In order to perform the verification described above, the VP utility, written by
Glenn Bruns'

3.4. Summary and Conclusion

In this chapter, a CCS model of BB84 for the cases with and without eavesdrop-

ping has been presented. The model consists of a total of five agents, one for each

1yp is available for download from http://www.bell-labs.com/user/grb/vp/vp.html. VP con-
verts an input file written in the value—passing calculus into a file compatible with CWB—NC. The
author of VP has kindly supplied a version specially compiled for Linux.
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involved party (Alice, Bob, and the eavesdropper), and two for the communication
channel. It has been shown that BB84 permits the establishment of a secret crypto-
graphic key in the absence of eavesdropping. If eavesdropping occurs, it turns out
that no key can be established. Clearly, Alice and Bob can restart the protocol until
it succeeds, in this latter case.
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CHAPTER 4

Analysis of BB84 using PRISM

equally possible, a more powerful language needs to be used to fully describe

the behaviour of the protocol. Furthermore, a tool is required that can ac-
cept the model of the protocol and verify that it satisfies specific properties — in
particular, that the protocol is immune against eavesdropping. CWB—NC allows the
user to verify that two agents are equivalent, and thus the equivalence of a system
to its specification can be checked. The additional functionality needed, though, is
specifically:

SINCE CCS CAN ONLY MODEL what could occur in BB84 when all events are

+ the model should incorporate the probability with which things happen
during execution of the protocol, such as the probability with which Bob
detects a particular bit correctly on the channel, or the probability that an
eavesdropper goes completely unnoticed.

+ the model should be verifiable, i.e. there should be an automated way of
checking that the model satisfies a given number of properties, and if so,
with what probability.

This functionality is catered for by probabilistic model checkers. PRISM is a prob-
abilistic model checker, as described in section 1.3.1. The primary references for
PRISM are [2, 4].

The objective of this chapter is to discuss the use of the PRISM tool for mod-
elling the BB84 quantum cryptographic protocol and verifying that it is secure
against eavesdropping for a particular number of bits.

4.1. A PRISM Model of BB84

A PRISM model of BB84 has been constructed!. Two versions of the protocol
were considered, one in which all bits of the cryptographic key are sent together
over the quantum channel (the “multiple-bit version”), and one in which one bit
is sent over the channel at a time (the “single-bit version”).

4.1.1. The Multiple-Bit Version

In the model of the multiple-bit version of BB84, exactly 5 bits are transmitted
together over the quantum channel (as photons). What follows is a walkthrough
of the code for this model.

4.1.1.1. Initial Comments and Declarations. The PRISM code for BB84 is di-
vided into five sections. The first section consists of comments and a declaration
of the type of the model, which is nondeterministic. A nondeterministic model

IThe code for this model is due to Dr. David Parker, Dr. Gethin Norman, and Dr. Rajagopal
Nagarajan, with whom the author has collaborated.
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is suitable in this case, because what is being described is made up of four prob-
abilistic systems operating in parallel: Alice, Bob, Eve (the eavesdropper) and the
quantum channel.

Next, the probabilities assumed in the model are declared. The variable LUCKY
denotes the probability of retrieving a correct value from the channel when the
incorrect basis is used. The variable UNLUCKY denotes precisely the opposite, i.e.
the probability of obtaining an incorrect value with an incorrect basis.

Then three predicates are defined: detected, notdetected, dontknow. These
predicates are used in order to determine whether eavesdropping has occurred. The
first predicate holds when eavesdropping is detected; the second predicate holds
when eavesdropping goes unnoticed. The predicate dontknow is true when Bob
cannot be sure whether eavesdropping has occurred or not.

In the definitions of these predicates, several variables are compared together;
these variables represent bit values and bases belonging to Alice and Bob. In par-
ticular:

* The variables starting with ad are data values belonging to Alice;

+ The variables starting with ab are encoding bases chosen by Alice;
* The variables starting with bd are data values belonging to Bob;

* The variables starting with bb are decoding bases chosen by Bob.

The code for the aforementioned declarations follows.

// BB84 - Quantum Key Distribution
// dxp/gxn 12/2/03 and NP 16/4/03

nondeterministic

// QUANTUM READ

// Probability of reading correctly with wrong basis:
prob LUCKY =0.5;

// Probability of reading incorrectly with wrong basis
prob UNLUCKY =0.5;

// DEFINITIONS used by Bob to decide what has happened:
formula detected = (bb1=ab1) & (bd1#ad1)

|
(bb2=ab2) & (bd2#ad2) |
(bb3=ab3) & (bd3#ad3) |
(bb4=ab4) & (bd4#ad4) |
(bb5=ab5) & (bd5#ad5);
formula notdetected = ((bb1=ab1) & (bd1=ad1) | (bb1#ab1)) &
((bb2=ab2) & (bd2=ad2) | (bb2+#ab2)) &
((bb3=ab3) & (bd3=ad3) | (bb3#ab3)) &
((bb4=ab4) & (bd4=ad4) | (bb4#ab4)) &
((bb5=ab5) & (bd5=ad5) | (bb5#ab5)) &
I(( bb1#ab1) & (bb2#ab2) & (bb3#ab3) & (bb4#ab4) & (bb5+#ab5));

formula dontknow = (bb1#ab1) & (bb2#ab2) & (bb3#ab3) & (bb4#ab4) & (bb5#ab5);
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4.1.1.2. Definition of Quantum Channel. The remainder of the PRISM model
defines the various modules (agents, entities) that are involved in the BB84 proto-
col. The first such module is the quantum communication channel, over which the
data bits are sent as photons with a given polarisation.

Each module in PRISM begins with a declaration of all variables used. There is
always a variable for the local state of the module; during execution of the model,
this state changes. Other variables involved in the model of the channel are the data
bit, cd, and the basis with which it is encoded, cb.

Each subsequent line in the module listing is of the form:

[sync] s=Xp {&P1=X1 &pzZXZ&...}—)SI:YO {&ql =Y; &qZ:YZ&...}

Here, sync is a synchronization label, which is used to make sure that this line of
code is executed in synchrony with lines in other modules with the same label. The
next item in the line of code, the condition s = Xy, involves the current state s of
the module. Each such condition is checked when the module is executed, and if
it holds, the action on the right hand side of the arrow is executed. Optionally,
other conditions can be checked too, and these are the conditions in the {} braces.
On the right hand side of the arrow, the next state is shown. When the condition
holds, the module takes on the next state. Thus, if the current state of the module
is s = Xy, then the module proceeds to the next state s’ = Yj. The other assignments
on the right hand side are optional.

To make this clearer, consider line 10 of the code for the channel module
(shown below). In order for this line of code to be executed, the channel process
must wait for the evemeasure action to be initiated by the Eve module. When this
happens, the condition cs=1 is checked; in other words, it is determined whether
the current state of the channel module, cs, is 1. If so, it is determined whether
cb=eb holds, i.e. whether the channel basis is equal to the basis used by Eve. If and
only if these two conditions hold, the module enters the next state, shown on the
right hand side of the arrow, which is ¢s’=2.

The code for the quantum channel is presented below.

// QUANTUM COMMUNICATION CHANNEL
modaule channel

cs: [0.6]1; // local state

cb: [0.11; // basis

cd: [0.11; // data

// Incoming data from Alice

[ aliceput] cs=0 — (cs'=1) & (cb’=ab) & (cd’=ad);

// Data read by Eve (in 2 steps)

[evemeasure] c¢s=1 & cb=eb — (cs'=2);

// Eve has right basis

[evemeasure] cs=1 & cb#eb — UNLUCKY : (cs'=2) & (cd'=1-cd) +
LUCKY : (cs'=2) & (cd'=cd);

// Eve has wrong basis

[eveget] cs=2 — (cs'=3);
// Incoming data from Eve
[eveput] cs=3 — (cs'=4) & (cb’=eb) & (cd’'=ed);

// Data read by Bob (in 2 steps)
// Bob has right basis
[bobmeasure] c¢s=4 & cb=bb — (cs’=5);
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// Bob has wrong basis

[bobmeasure] cs=4 & cb#bb — UNLUCKY : (cs'=5) & (cd’=1-cd) +

LUCKY : (cs'=5) & (cd'=cd);

[bobget] cs=5 — (cs'=0);

endmodule

4.1.1.3. Definition of Alice. Each party taking part in the protocol has a mod-

ule representing its behaviour. First of all, Alice’s behaviour is defined.

Alice holds a set of five data bits ad1, ..., ad5 and five corresponding encoding
bases ab1, ..., ab5. The values are selected at random in lines 20-23 and stored in
these variables in lines 24-29. This module synchronizes with the channel in order

to place data on to it.

// ALICE
modaule alice

as
ai

ab
ad

ab1:
ab2:
ab3:
ab4 :
ab5:

adl:
ad2 :
ad3:
ad4 :
ad5 :

: [0.6]1; // local state
: [1.51; // index

: [0.11; // basis

: [0.1]1; // data

[0.1]1; // all bases
[0.11;
[0.1]
[0.11;
[0.11;

[0.11; // all data

[0.1]
[0.1]
[0.11;
[0.11];
// Choose basis (randomly) ( after Eve has chosen her basis)
[] as=0 & es>0 — 0.5:(as'=1) & (ab’=0) + 0.5:(as'=1) & (ab’=1);
// Choose data (randomly)
[1 as=1 — 0.5:(as'=2) & (ad’'=0) + 0.5:(as'=2) & (ad'=1);
// Store basis/data
[] as=2 & ai=1 — (as’'=3) & (ab1’=ab) & (ad1'=ad);
[] as=2 & ai=2 — (as'=3) & (ab2’=ab) & (ad2'=ad);
[] as=2 & ai=3 — (as'=3) & (ab3’=ab) & (ad3'=ad);
[1 as=2 & ai=4 — (as’'=3) & (ab4'=ab) & (ad4’=ad);
[1 as=2 & ai=5 — (as'=3) & (ab5'=ab) & (ad5’=ad);

// Send data to channel

[aliceput] as=3 — (as’'=4);

// Loop (go onto next bit, unless finished)
// not finished :

[loop] as=4 & ai<5 — (as'=0) & (ai'=ai+1);
// finished :

[loop] as=4 & ai=5 — (as'=5);

// Reveal bases/data to Bob

[reveal] as=5 — (as’=6);

// stop

[stop] as=6 — (as’=6);
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endmodule

bits are correct.

4.1.1.4. Definition of Bob. Bob holds a set of five data bits bd1, ..., bd5 and
five corresponding encoding bases bb1, ..., bb5. He reads encoded data off the
channel, and synchronizes with Alice in order to discover how many of the read

// BOB

module bob

bs : [0.81; // local state
bb: [0.1]1; // basis

bd: [0.1]; // data

bb1:
bb2 :
bb3:
bb4 :
bb5 :

bd1

[0.1]1; // all bases
[0.11;
[0.1]
[0.11;
[0.11;

: [0.1]1; // all data
bd2: ;

bd3:
bd4 :
bd5 :

[0.1]
[0.1]
[0.1];
[0.11;

// Choose basis (randomly) ( after Eve has chosen her basis)
[1 bs=0&es>0— 0.5: (bs'=1) & (bb’=0) + 0.5 : (bs’'=1) & (bb'=1);

// Read data from channel

[bobmeasure] bs=1 — (bs'=2);

[bobget]

// Store basis/data

[1 bs=3 & ai=1 — (bs’
[] bs=3 & ai=2 — (bs’
[] bs=3 & ai=3 — (bs’
[1 bs=3 & ai=4 — (bs’
[1 bs=3 & ai=5 — (bs

.
I

4
4
4
4
4)

)
)
)
)

&
&
&
&
&

bs=2 — (bs'=3) & (bd’=cd);

bb1’=bb
bb2'=bb
bb3’=bb
bb4’=bb
(bb5"=bb)

,_\AA,_\
RPN ENP RN

& (bd1’=bd);
& (bd2’=bd);
& (bd3’=bd);
& (bd4’=bd);
& (bd5’=bd);

// Loop (go onto next bit , unless finished )

// not finished :

[loop] bs=4 & ai<5 — (bs'=0);

// finished :

[loop] bs=4 & ai=5 — (bs'=5);

// See Alice’s bases/data
// all different bases

[reveal] bs=5 & dontknow — (bs'=6);
// where bases same, data same
[reveal] bs=5 & notdetected — (bs'=7);
// some bases same but data different
[reveal] bs=5 & detected — (bs'=8);

// Stop - don’t know anything

[stop] bs=6 — (bs'=6);

// Stop - nothing detected

[stop] bs=7 — (bs'=7);

// Stop - detected eavesdropper
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[stop] bs=8 — (bs'=8);

endmodule

4.1.1.5. Definition of Eve. Eve reads data off the channel and and puts the re-
sult of her measurment back on to it. This is the so—called intercept-resend attack.

// EVE

module eve

es : [0.4]1; // local state
eb: [0.11; // basis

ed: [0.1]; // data

// choose basis ( nondeterministically )
[1 es=0 — (es’'=1) & (eb’'=0);

[1 es=0 — (es’'=1) & (eb’'=1);

// read data from channel
[evemeasure] es=1— (es'=2);

[eveget] es=2 — (es'=3) & (ed'=cd);

// send data to channel

[eveput] es=3 — (es'=0);
endmodule

4.1.2. The Single-Bit Version

The code for the single-bit version is listed in Appendix A. This code does not
differ greatly from the multiple-bit version, the most important change being the
line “const N = 5;”. This line can be changed in order to model the execution of
BB84 with an arbitrary number of transmitted bits. QKD systems with arbitrary key
lengths can thus be described.

4.2. Desired Properties of the Protocol

The goal of BB84 is to share a secret cryptographic key, and the laws of quan-
tum mechanics are used to ensure that this key is untampered with by a third party.
This is precisely the property that must be verified. Therefore, it is necessary to es-
tablish that BB84 is immune against eavesdropping.

As far as the PRISM models are concerned, the probability of detecting an eaves-
dropper needs to be computed; the greater this probability, the more the certainty
that the key is secure. In the design of a practical QKD system, this probability needs
to be maximized.

The probabilities that need to be computed for the models developed previ-
ously are:

+ the probability of detecting an eavesdropping attack, & ;.;
+ the probability of not detecting an eavesdropping attack, &4
+ the probability with which neither of the above occurs, & 4,.

The following listing is the properties file for the multiple-bit version. Note
that PRISM computes lower bounds (those cases defined by P>= 0.5) and upper
bounds (those cases defined by P<= 0.5) on the probabilities.
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// PROPERTIES FOR MULTIPLE--BIT VERSION
// Lower Bound Probabilities :

// prob. don’t know anything

P>0.5[ true U bs=6 {cs=0&as=0&ai=1&bs=0&es=0} ]
// prob. nothing detected

P>0.5[ true U bs=7 {cs=0&as=0&ai=1&bs=0&es=0} ]
// prob. detected eavesdropper

P>0.5[ true U bs=8 {cs=0&as=0&ai=1&bs=0&es=0} ]

// Upper Bound Probabilities :

// prob. don’t know anything

P<0.5[ true U bs=6 {cs=0&as=0&ai=1&bs=0&es=0} ]
// prob. nothing detected

P<0.5[ true U bs=7 {cs=0&as=0&ai=18&bs=0&es=0} ]
// prob. detected eavesdropper

P<0.5[ true U bs=8 {cs=0&as=0&ai=1&bs=0&es=0} ]

39

The corresponding properties file for the single-bit version is listed next.

// PROPERTIES FOR SINGLE--BIT VERSION
// Lower Bound Probabilities :

// prob. don’t know anything

P>0.5[ true U bs=5 {cs=0&as=0&ai=1&bs=0&es=0} ]
// prob. nothing detected

P>0.5[ true U bs=6 {cs=0&as=0&ai=1&bs=0&es=0} ]
// prob. detected eavesdropper

P>0.5[ true U bs=7 {cs=0&as=0&ai=1&bs=0&es=0} ]

// Upper Bound Probabilities :

// prob. don’t know anything

P<0.5[ true U bs=5 {cs=0&as=0&ai=18&bs=0&es=0} ]
// prob. nothing detected

P<0.5[ true U bs=6 {cs=0&as=0&ai=1&bs=0&es=0} ]
// prob. detected eavesdropper

P<0.5[ true U bs=7 {cs=0&as=0&ai=1&bs=0&es=0} ]

We shall use the following notation for the probabilities with which the above

properties are satisfied:

Symbol | Meaning

F

det
et | Upper bound for probability of not detecting eavesdropping
" ot Lower bound for probability of not detecting eavesdropping

225, | Upper bound for probability of other cases
&, | Lower bound for probability of other cases

et | Upper bound for probability of detecting eavesdropping
. Lower bound for probability of detecting eavesdropping
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Using this convention, we can write:

(8) Pin S Pia <Py
(9) Proier S Proder < Proger
(10) P Pa <P,
Also, the probabilities cover all possibilities, so sum together to 1:
(11) > P =P+ Poder+ Pan =1

It is expected that, if more bits are used, Py, — 0 and Py,; — 1. Also, the prob-
ability of not detecting eavesdropping must be minimized. In more mathematical
terms, the desirable behaviour can be expressed as:

(12) lim P;,(N) = 0
N—oo

(13) lim Pnodet(N) =0
N—oo

(14) lim Py (N) = 1
N—o0

This is shown to be true for the single-bit version of the protocol in section 4.3.3.
The PRISM tool is now used to obtain the values of the above probabilities.

4.3. Verification of the PRISM Model

When PRISM is supplied with the input files presented in the previous sections,
it computes all possible states of the models and the probabilities with which the
given properties hold.

4.3.1. Property-Checking Timings

The multiple-bit version takes a long time to verify, even for only 5 bits of data
(see Figure 4.1). For this reason, it is computationally expensive to calculate the
probabilities for more bits. The single-bit version is more amenable to calculation,
and the time required for PRISM to obtain the probabilities is shown in Figure 4.2.
All measurements were made on a PC with an Intel Deschutes 450MHz processor
with 384MB of RAM.

Probability | Computational Time (sec)
| 225.897
R By
nodet .
e |
dn .
o |35.317

FIGURE 4.1. Time taken to compute probabilities for multiple—bit
version with N = 5.

4.3.2. Results for Multiple-Bit Version

Figure 4.3, indicates the probabilities computed by PRISM for the multiple-bit
version of BB84, when exactly 5 bits are transmitted. It is well worth noting that
the upper and lower bounds are actually equal (P},, = P, = Pger, P ., = P, 1.0 =
Poders P}, = P, = Pgy,). By rounding the probabilities to 5 decimal places, we find,
as expected, that:

(15) Z P = Pior+ Proder + Pan = 0.48709 +0.48166 +0.03125= 1
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The results clearly show that this particular multiple-bit version does not be-
have satisfactorily. There is a non-negligible probability P4,, indicating that there
will be several occasions in which Bob will be unable to determine whether eaves-
dropping has occurred. Also, the probability of detecting eavesdropping is below
50%, which means that there is a fair chance of eavesdropping going unnoticed.

4.3.3. Results for Single-Bit Version

The single-bit version of the protocol, listed in Appendix A, is capable of mod-
elling the exchange of an arbitrary number of bits, as long as they are transmitted
one at a time. All that is required to change the number of bits modelled is a change
in line 11, page 55.

The desired behaviour defined previously is satisfied at large by the single-bit
version when N = 64 bits are transmitted. The values of the probabilities in this
case are shown in Figure 4.4.

Model-Checking Timings for Computing P4,
160 | | | | | |

140 / -
120 |- Ya -

100 - / =
Time (sec§0 - yd .

60 ad -
40 [ // —
20 - i -

0 —] | | | | |

0 10 20 30 40 50 60 70
Number of Bits
FIGURE 4.2. Time taken to compute P, for key lengths of 5 to 64 bits.

Probability | Computed Value
P | 0.487091064453125
P | 0.487091064453125

+

et | 0-481658935546875
P, | 0.481658935546875
@i 003125
Zz, 0.03125

FIGURE 4.3. Probabilities computed by PRISM for multiple-bit ver-
sion of BB84 with N = 5.
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Probability | Computed Value
P 0.9998056809433629
P, |0.9998056809433629

0.0019431905663704

nodet

et | 0.0019431905663704
Z,, 0.0
., 0.0

n
FIGURE 4.4. Probabilities computed by PRISM for single-bit version
of BB84 with N = 64.

Using UNIX shell scripts (given in Appendix C), the author was able to extract
the probabilities computed by PRISM for different variations of the single-bit ver-
sion. The results are plotted in Figure 4.5, and the trend is obvious: as the transmit-
ted bits increase, the probability of detecting eavesdropping tends asymptotically
towards 1. Hence, equation 14 is satisfied.

Probability of Successfully Detecting Eavesdropping
1 T I T T

Py 0.7 - i

0.4 ! ! ! ! ! !
0 10 20 30 40 50 60 70

Number of Bits Transmitted
FIGURE 4.5. P, versus N, where 5 < N < 64 bits.
Similarly, equations (13) and (12) are satisfied by the model. This can be seen
in Figures 4.6 and 4.7.

4.4. Relation of Results to Theory

It is necessary to compare the results that have been obtained with PRISM with
the existing theoretical results concerning BB84. Accoring to [3], the criterion with
which a QKD protocol is judged to be secure is :

» Definition 4.1 (Secure QKD protocol). A QKD protocol is defined as being secure if,
for any security parameters s > 0 and A > 0 chosen by Alice and Bob, and for any
eavesdropping strategy, either the scheme aborts, or it succeeds with probability at least
1—-0(27°) and guarantees that Eve’s mutual information with the final key is less than
27X, The key string must also be essentially random.

This gives a lower bound on the probability of successfully exchanging a secret

key using BB84. However, the aforementioned bound is dependent on the security
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Probability of Not Detecting Eavesdropping
0.5 T T T T T T
0.45 -
0.4 - -
0.35 -
0.3 - -
Poder 0.25 - 7
0.2 - -
0.15 -
0.1 - -
0.05 - -

0 ! ! | ! !
0 10 20 30 40 50 60 70

Number of Bits Transmitted

(@) P,oder versus N, where 5 < N < 64 bits.

Probability of Not Knowing Whether Eavesdropping Has Occurred
0.035 T | | | T |

0.03 - n

0.025 n

0.02 |- i

0.015 n

0.01 |- i

0.005 n

0 | | | | |
0 10 20 30 40 50 60 70

Number of Bits Transmitted

(b) Py, versus N, where 5 < N < 64 bits.

FIGURE 4.6. Probability of Not Detecting Eavesdropping (a) and
Probability of Not Knowing Whether Eavesdropping has Oc-
curred (b) versus number of bits transmitted.

parameter s, which in the models presented here is identically zero. The reader is
reminded that the security parameter determines how many random subsets of the
reconciled key are chosen by Alice and Bob to form the final key, and in the PRISM
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code no such selection is made. Rather, the whole of the reconciled key is taken as
the final key.

The probability of a successful key exchange using BB84 has been found to
be [3,1]:

(16) ysuccess =1- O(2N7/\75)

In order to obtain an analytic expression for &, so it can be compared to the
curve in Figure 4.5, we proceed as follows:

* The probability of success of BB84 and the probability of failure of BB84
sum to 1, according to the laws of probability:

Piuccess T yfailure =1

* The probability of failure of BB84 is the sum of:

* the probability of eavesdropping occurring and not being detected,
P riodets and . . )

* the probability of not being able to determine whether eavesdrop-
ping has occurred, &,,.

* The probability of success of BB84 is given by Equation (16).
* Hence,

Pfailure = O(ZN_A_S)
Pfailure = Prodest Pin
Z:@ = ydet"'gznodet"'gzdn

* By combining the above expressions we obtain,
(17) Py =1-02"1 )~ 1-002Y)  (for small sand A)
The curve of Figure 5 has the shape of a negative binary exponential function,

exactly corresponding to the expression 1 —2. Clearly the results obtained using
PRISM are in accordance with this theoretical result.
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4.5. Summary and Conclusion

In this chapter, the requirements for modelling BB84 fully were described.
Since the protocol exhibits probabilistic behaviour, a suitable model—checker needs
to be used to verify whether it is indeed secure against eavesdropping. A PRISM
model of BB84 in the case where 5 bits are transmitted simultaneously has been
detailed. The properties that the protocol should satisfy were explained. The prob-
ability of detecting an eavesdropper during execution of BB84 for key lengths of 5
to 64 bits is computed for the case when one bit is sent at a time. Finally, the results
obtained using PRISM were compared to the predictions of the relevant theory and
were found to match.

It can be concluded from the results presented here that BB84 is indeed a se-
cure key distribution protocol, and increasingly so the more the key bits that are
exchanged. Furthermore, a total of 64 bits is enough to eliminate any uncertainty
about whether eavesdropping has occurred at all (i.e. for N = 64, £, = 0).
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CHAPTER 5

QKD-FORM: A Formalism for Describing
Quantum Protocols

Computer Scientists of different persuasions might put
forward different arguments in favour of having a precise and
accurate definition of a given programming language. Their
differing backgrounds, attitudes and needs will lead to
different sets of requirements and demands.But they will all be
united in the view that a precise and accurate definition is
desirable, if not essential.

— ANDREW M. MCGETTRICK,

The Definition of Programming Languages

summary form (e.g. Figure 2.1) and also in the formal notation QKD—FORM.
This notation has been devised by the author solely for describing these pro-
tocols, but is easily extended to cater for new features.

5.1. Formal Definition of the QKD-FORM Syntax

IN CHAPTER 2, BB84, B92 and EPR were described in words, in a numbered

Below, an EBNF grammar of the QKD—FORM syntax is given. Such a grammar
could be input to a parser generator in order to create an interpreter for this no-
tation. The primitives available are listed here as procedure names ({procname));
their function is explained in the next section.

(gkd-listing) ::= (statement-list) —Definition of a QkD—FORM listing.
(statement) = (ident) =" (expr) — Assignment Statement.
| (agent) < (procedure) (;7 —Action performed by an agent.
| “for’ (expr) < (variable) < (expr) —Iteration.
(statement-list)
‘end for’
| 9f °C (variable) ‘= (expr) )’ ‘then’ —Conditional Statement.
(statement-list)
{‘else’
(statement-list) }
‘end if’
(statement-list) := (statement)*
(expr) == [0..9]*
| (variable)
| (action)
(expr-list) = (expr) ;" (expr-list)
<V61ri61bl€> <‘V(17’>{ o;tlonalsuhscript)} —Variables can optionally have a prime and/or subscript.
(var) = [a-z]*
| [o-w]*

49
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| [A-Z]
| [A-Z]*

| [% - g‘z ] —These letters are reserved for quantum operators and probabilities.

(optionalsubscript) = [0...9]*
| [a-z]*

(agent) = [A-Z]
| [#-Z]
| [2-Z]

(procedure) ::= (procname) ‘(" (expr-list) )’
| (procname) ‘() ‘)’ —This is for procedures without arguments.

(procname) ::= encode
decode
randombit
randomangle
randomsubsetof
atrandom

send
sendparticle
receive
correcterrors
measure

store

discard
createEPRpair
checkBelllnequality
getparity
recreate

5.2. The Semantics of QKD-FORM, Informally

The primitives available in QKD—FORM are operations that the parties involved
in a QKD protocol might wish to produce. The primitives are:

+ Agent.encode(d, f) takes a binary value d and a basis B (defined as a pair
of angles (8, ¢) in order to produce a photon P whose polarization
corresponds to the value of d when encoded with basis .

+ Agent.decode(P, B) takes a photon P and a basis B in order to produce a
binary value d corresponding to the polarization angle of P.

* Agent.randombit() returns 0 or 1 at random chosen with a normal
distribution.

+ Agent.randomangle() returns a random integer from 0 to 360
corresponding to an angle in degrees.

* Agent.randomsubsetof (K) returns a random subset = of the set K, where
K is a set of binary values, bases or photons.

« Agent.atrandom(ag, ay, ..., a,) returns one of its input arguments
chosen at random with a normal distribution, where ag, aj, ..., a, can be
binary values, bases or photons.

+ Agent.send(“message”, B) sends an unencrypted text message over a
classical communication channel to B.

« Agent.sendparticle(P,B) sends particle P over a quantum
communication channel to B.

+ Agent.receive(P) denotes the event of Agent receiving the photon P.
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« Agent.correcterrors() is an abstraction of any quantum error—correction
procedure performed by Agent.

+ Agent.measure(P, B) returns the result of measuring particle P using
basis B.

+ Agent.store(ay, ay, ..., a,) denotes the action of Agent storing
ap, ay,..., a, locally.

* Agent.discard(ay, a;, ..., a,) denotes the action of discarding
ap, ay, ..., a; completely.

+ . .createEPRpair() returns an EPR pair generated by the EPR source ..

* Agent.checkBellInequality( 4, &) returns 1 if the Bell Inequality is
satisfied given probabilities &4 and .

* Agent.getparity(=) returns the parity of a set of binary values =.

+ Agent.recreate(=, I, K) returns the subset Zof K given the set of indices I
of the values in K.






CHAPTER 6

Conclusions and Future Work

In conclusion, | would like to emphasize my belief
that the era of computing chemists, when hundreds if
not thousands of chemists will go to the computing
machine instead of the laboratory, for increasingly
many facets of chemical information, is already at
hand. There is only one obstacle, namely, that
someone must pay for the computing time.
—ROBERT S. MULLIKEN (1966)

HIS PROJECT HAS MANAGED to establish that BB84 is indeed a secure key
distribution protocol, capable of protecting communicating parties against
eavesdropping attacks. The probability of detecting an eavesdropper can be

made arbitrarily close to 1, the more the bits in the key. For 64 bits, sent one at a
time, the probability of a successful eavesdropping attack has been found to be just
1.94320x 107>

Furthermore, the computer modelling approach has proved to be flexible and
powerful, albeit memory-hungry. Certainly, quantum cryptography and the pro-
tocols for QKD provide a new domain of discourse for computer scientists and
engineers, definitely worthy of further work, both in theory and practice.

There are numerous directions for future work. The existing models are not
complete. For example, the security parameters have not been taken into consid-
eration in the models of BB84. Hence, there is still much to be done on the code
presented in this thesis.

B92 and EPR as well as newer quantum protocols should be described in cCs
and PRISM. Other modelling languages and toolsets should also be explored.

The multiple-bit version of BB84 is difficult to verify due to the large number of
states that arise, even with only 5 bits. Optimization of the model for the multiple—
bit version would be useful, so that a larger number of transmitted bits can be
modelled.

A promising idea for future work is the creation of an operational semantics
for the QKD—FORM notation and the development of a compiler that translates
QKD—FORM directly to PRISM.

It is hoped that the author will be able to study these and related matters in the
form of postgraduate study in the near future.
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APPENDIX A

PRISM Model of Single-Bit Version of BB84

// bb84 - quantum key distribution
// dxp/gxn 12/2/03 and NP 16/4/03

nondeterministic

// quantum read
prob LUCKY = 0.5; // prob reading correctly with wrong basis
prob UNLUCKY = 0.5; // prob reading incorrectly with wrong basis

// number of bits to transmit
const N = 5;

module channel
cs : [0.6]1; // local state
cb: [0.1]; // basis
cd: [0.1]; // data

// incoming data from alice

[aliceput] cs=0 — (cs'=1) & (cb’=ab) & (cd’=ad);

// data read by eve (in 2 steps)

[evemeasure] cs=1 & cb=eb — (cs'=2); // eve has right basis
[evemeasure] cs=1 & cb#eb — UNLUCKY : (cs'=2) & (cd'=1-cd) +
LUCKY : (cs"=2) & (cd’=cd); // wrong basis

[eveget] cs=2 — (cs'=3);
// incoming data from eve
[eveput] cs=3 — (cs'=4) & (cb’=eb) & (cd'=ed);

// data read by bob (in 2 steps)
[bobmeasure] cs=4 & cb=bb — (cs’=5); // bob has right basis
[bobmeasure] cs=4 & cb#bb — UNLUCKY : (cs’=5) & (cd'=1-cd) +
LUCKY : (cs'=5) & (cd’=cd); // wrong basis
[bobget] cs=5 — (cs’'=0);

endmodule

module alice
as : [0.5]; // local state
ai : [1.N]; // index
ab : [0.11; // basis
ad : [0.1]; // data

// choose basis (randomly) ( after eve has chosen her basis)
[] as=0 & es>0 = 0.5: (as’'=1) & (ab’=0) + 0.5 : (as'=1) & (ab’=1);
// choose data (randomly)
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43 [1 as=1 — 0.5: (as’'=2) & (ad’=0) + 0.5 : (as'=2) & (ad'=1);
44 // send data to channel

45 [aliceput] as=2 — (as'=3);

46 // reveal bases/data to bob

47 [reveal] as=3 — (as'=4);

48 // loop (go onto next bit, unless finished )

49 [loop] as=4 & ai<N — (as'=0) & (ai’=ai+ 1); // not finished

50 [loop] as=4 & ai=N — (as’=5); // finished

51 // stop (in either state 4 or 5)

52 // ( depends whether bob comes to a conclusion before all the bits have been sent)
53 [stop] as=4 — (as’=4);

54 [stop] as=5— (as’=5);

55 endmodule

7 module bob

w

58 bs : [0.71; // local state

59 bb: [0.11; // basis

60 bd: [0.11; // data

61 bdn : bool init true; // bob doesn’t know

62

63 // choose basis (randomly) ( after eve has chosen her basis)

64 [1 bs=0& es>0 — 0.5: (bs'=1) & (bb’=0) + 0.5 : (bs'=1) & (bb’=1);
65 // read data from channel

66 [bobmeasure] bs=1 — (bs'=2);

67 [bobget] bs=2 — (bs'=3) & (bd’=cd);

68 // see alice’s bases/data

69 [reveal] bs=3 & bb#ab — (bs'=4); // bases different

70 [reveal] bs=3 & bb=ab & bd=ad — (bs'=4) & (bdn’=false); // bases and data same
71 [reveal] bs=3 & bb=ab & bd#ad — (bs’=7); // bases same but data different
72 // loop (go onto next bit, unless finished )

73 [loop] bs=4 & ai<N — (bs’=0); // not finished

74 [loopl bs=4 & ai=N & bdn — (bs’=5); // finished

75 [loopl bs=4 & ai=N & !bdn — (bs’=6); // finished

76 // stop - don’t know anything

77 [stop] bs=5 — (bs'=5);

78 // stop - nothing detected

79 [stopl] bs=6 — (bs'=6);

80 // stop - detected eavesdropper

81 [stopl bs=7 — (bs'=7);

32 endmodule

s« module eve

85 es : [0.4]1; // local state

86 eb: [0.1]; // basis

87 ed: [0.1]; // data

88

89 // choose basis

90 [1 es=0 — (es’'=1) & (eb’'=0);
91 [1 es=0 — (es’'=1) & (eb’'=1);
92 // read data from channel

93 [evemeasure] es=1— (es'=2);

94 [eveget] es=2 — (es'=3) & (ed'=cd);
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// send data to channel
[eveput] es=3 — (es'=0);

97 endmodule
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APPENDIX B

Sample PRISM Output

Below is the output of PRISM for the single-bit version of BB84 with N = 64.

Version: 1.2

Loading modules file " gkd64new.nm”...

Building model...

MTBDD variables used (27r,27 c, 14nd): a0 a1 a2 a3 a4 a5 a6 a7 a8 channel.s
¢s.0cs”".0cs.1Tcs’".1Tcs.2cs’.2cb.0cb’.0cd.0cd .0 alice.s as.0 as’.0
as.1 as".1as.2as’".2ai.0ai’.0ai.1ai’.1ai.2ai’"2ai.3ai’3a.4a’4
ai .5 ai’.5 ab.0 ab’.0 ad.0 ad’ .0 bob.s bs.0 bs".0 bs.1 bs’".1 bs.2 bs’.2 bb.0
bb".0 bd.0 bd’.0 bdn.0 bdn’.0 eve.s es.0 es” .0 es.1 es’.1 es.2 es’ .2 eve.l4
eb.0 eb’.0 ed.0 ed’.0

Computing reachable states ...

Reachability : 770 iterations in 14.86 seconds (average 0.019299, setup 0.00)
Model built in 15.265 seconds.

Type: Nondeterministic (MDP)

Modules: channel alice bob eve

Variables: ¢s cb cd as ai ab ad bs bb bd bdn es eb ed

States: 210191

Transition matrix: 9744 nodes (3 terminal ), 191789184 minterms

ODD: 1678 nodes

Loading properties file " gkd5new.pctl “...

6 PCTL formulas read:

(1) P>0.5[ true U bs=51

(2) P>0.5[ true U bs=61]

(3) P>0.5[ true U bs=71

(4) P05 true U bs=51]

(5) P<O.5[ true U bs=61]

(6) P05 true U bs=71]

Model checking property (1)...

(1) P>0.5[ true U bs=51

Engine: MTBDD

PCTL Until :

b1 =210191 states , b2 = 48 states

yes = 48 states , no = 0 states , maybe = 210143 states

Computing remaining probabilities ...

Building iteration matrix MTBDD... [nodes=9690] [189.3 Kb]

Starting iterations ...

Iterative method: 588 iterations in 53.87 seconds (average 0.091582, setup 0.02)
Probabilities (cs=0 & as=0 & ai=1 & bs=0 & es=0):
Number of states satisfying until : 1632

Model checking completed in 54.273 seconds.
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60 B.SAMPLE Starting |[PRISM | OUTPUT

Number of states satisfying PCTL formula: 1632 ( initial state not satisfied )
Model checking property (2)...

(2) P>0.5[ true U bs=61]

Engine: MTBDD

PCTL Until :

b1 =210191 states , b2 = 84 states

yes = 84 states , no= 0 states , maybe = 210107 states

Computing remaining probabilities ...

Building iteration matrix MTBDD... [nodes=9620] [187.9 Kb]

Starting iterations ...

Iterative method: 770 iterations in 163.45 seconds (average 0.212234, setup 0.03)
Probabilities (cs=0 & as=0 & ai=1 & bs=0 & es=0):

0: (0,0,0,0,1,0,0,0,0,0,1,0,00) =1.9431905663704275E-4

Number of states satisfying until : 12552

Model checking completed in 163.921 seconds.

Number of states satisfying PCTL formula: 12552 ( initial state not satisfied )
Model checking property (3)...

(3) P>0.5[ true U bs=71

Engine: MTBDD

PCTL Until :

b1 =210191 states , b2 = 3048 states

yes = 3048 states , no = 0 states , maybe = 207143 states

Computing remaining probabilities ...

Building iteration matrix MTBDD... [nodes=9524][186.0 Kb]

Starting iterations ...

Iterative method: 769 iterations in 157.42 seconds (average 0.204668, setup 0.03)
Probabilities (cs=0 & as=0 & ai=1 & bs=0 & es=0):

0: (0,0,0,0,1,0,0,0,0,0,1,0,00) =0.9998056809433629

Number of states satisfying until : 194815

Model checking completed in 157.858 seconds.

Number of states satisfying PCTL formula: 194815 (including initial state)
Model checking property (4)...

(4) P05 true U bs=51

Engine: MTBDD

PCTL Until :

b1 =210191 states , b2 = 48 states

yes = 48 states , no = 0 states , maybe = 210143 states

Computing remaining probabilities ...

Building iteration matrix MTBDD... [nodes=9690] [189.3 Kb]

Starting iterations ...

Iterative method: 587 iterations in 43.74 seconds (average 0.074463, setup 0.03)
Probabilities (cs=0 & as=0 & ai=1 & bs=0 & es=0):

Number of states satisfying until : 209663

Model checking completed in 44.09 seconds.

Number of states satisfying PCTL formula: 209663 (including initial state)
Model checking property (5)...

(5) P05 true U bs=61]

Engine: MTBDD

PCTL Until :

b1 =210191 states , b2 = 84 states

yes = 84 states , no= 0 states , maybe = 210107 states

Computing remaining probabilities ...
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Building iteration matrix MTBDD... [nodes=9620][187.9 Kb]

Starting iterations ...

Iterative method: 769 iterations in 137.05 seconds (average 0.178192, setup 0.02)
Probabilities (cs=0 & as=0 & ai=1 & bs=0 & es=0):

0: (0,0,0,0,1,0,0,0,0,0,1,0,00) =1.9431905663704275E-4

Number of states satisfying until : 198223

Model checking completed in 137.704 seconds.

Number of states satisfying PCTL formula: 198223 (including initial state)
Model checking property (6)...

(6) P05 true U bs=71

Engine: MTBDD

PCTL Until :

b1 =210191 states , b2 = 3048 states

yes = 3048 states , no = 0 states , maybe = 207143 states

Computing remaining probabilities ...

Building iteration matrix MTBDD... [nodes=9524][186.0 Kb]

Starting iterations ...

Iterative method: 768 iterations in 124.71 seconds (average 0.162357, setup 0.02)
Probabilities (cs=0 & as=0 & ai=1 & bs=0 & es=0):

0: (0,0,0,0,1,0,0,00,0,1,0,0,00 =0.9998056809433629

Number of states satisfying until : 15720

Model checking completed in 125.135 seconds.

Number of states satisfying PCTL formula: 15720 ( initial state not satisfied )
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APPENDIX C

Shell Scripts for Processing PRISM Output

constr.sh

# Input arguments to this script are: number of bits and number of property to be checked
NUM=$1

# Construct model file for $SNUM bits:

echo "nondeterministic’ >gkd$SNUM.nm

echo “const N = SNUM;” >>gkd$NUM.nm

echo " >>gkd$NUM.nm

cat gkdbare.nm >>gkd$SNUM.nm

# Run PRISM to check property $P of the model:

P=$2

echo "Checking property $P of gkd$NUM.nm ...

echo "Results will be placed in file results -prop$P-$NUM-bits.txt.”

prism -nopre - nofair - m -prop $P gkd$NUM.nm gkd5new.pctl >results-prop$P-$NUM-bits.txt

modelcheck1to64.sh
#!/bin/bash
# Script to run PRISM on models from 5 bits to 64 bits .
# Nikolaos Papanikolaou
BITS=5;
while [ "$BITS” -le 64 ]
do
echo "CHECKING PROPERTY 1 (NOT DETECTING ANYTHING) FOR $BITS BITS”
./ constr.sh $BITS 1
let BITS="$BITS"+1;
done
while [ "$BITS” -le 64 1]
do
echo "CHECKING PROPERTY 2 (NOT DETECTING EAVESDROPPING) FOR $BITS BITS”
./ constr.sh $BITS 2
let BITS="$BITS"+1;
done
while [ "$BITS” -le 64 1]
do
echo "CHECKING PROPERTY 3 (DETECTING EAVESDROPPING) FOR $BITS BITS”
./ constr.sh $BITS 3
let BITS="$BITS"+1;
done

retrieveprobs.sh
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64 C. SHELL SCRIPTS FOR PROCESSING PRISM OUTPUT

#!/bin/bash
# Script to extract probabilities from PRISM output
# Nikolaos Papanikolaou
PROP=1;
while [ “$PROP" -le 3 ]
do
touch "property$PROP-probs.txt”
BITS=5;
while [ "$BITS” -le 64 ]
do

O 0 N N U e W N =

—_
(=]

FILENAME="results-prop$PROP-$BITS-bits.txt ;
PROBABILITY=$(cat SFILENAME | grep O: | cut -d=-f2)
echo "$BITS $PROBABILITY” >>property$PROP-probs.txt
let BITS="$BITS"+1;

N
S T

done
let PROP="$PROP"+1;
done

_
N o »

retrievetimes.sh

#!/bin/bash
# Script to extract timings from PRISM output
# Nikolaos Papanikolaou
PROP=1;
while [ "$PROP”-le 3 ]
do
touch "property$PROP-probs.txt”
BITS=5;
while [ "$BITS” -le 64 1]
do

O 0 NN Ul e W N =

—_
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FILENAME="results-prop$PROP-$BITS-bits.txt ”;

TIME=$(cat $FILENAME | grep 'Model checking completed’ | cut -d ''- 5)
echo "$BITS $TIME” >>property$PROP-times.txt

let BITS="$BITS"+1;

_ e e
[ T

done
¢ let PROP="SPROP"+1;
done
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