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Eric Cronin, Gaurav Shah, Micah Sherr, Giovanni Vigna, Richard Kem-
merer, Davide Balzarotti, Greg Banks, Marco Cova, Viktoria Felmetsger,
William Robertson, Fredrik Valeur, Joseph Lorenzo Hall, and Laura Quil-
ter. EVEREST: Evaluation and Validation of Election-Related Equip-
ment, Standards and Testing, final report, December 2007. http://www.
patrickmcdaniel.org/pubs/everest.pdf.

[388] Ronan McDermott. Electronic Voting in Ireland. A Case Study. Brussels:
EC-UNDP Partnership on Electoral Assistance, 2012. Thematic Workshop /
Mombassa (Kenia).



438 � References

[389] Margaret McGalley and J Paul Gibson. Electronic Voting: A Safety Crit-
ical System. Maynooth: National University of Ireland, 2003. http:
//www.umic.pt/images/stories/publicacoes1/nuim-cs-
tr-2003-02.pdf.

[390] Iain McLean. Forms of representation and systems of voting. Political Theory
Today, pages 172–196, 1991.

[391] Juan Manuel Mecinas Montiel. Constitutional Analysis of the Internet Voting.
PhD thesis, Universidad Complutense de Madrid, 2013. Doctoral dissertation.
Title translated from Spanish.

[392] Paul Melia and Luke Byrne. e54m voting machines scrapped fore9 each. In-
dependent, June 29th, 2012. http://www.independent.ie/irish-
news/54m-voting-machines-scrapped-for-9-each-
26870212.html.

[393] Silvio Micali. Computationally sound proofs. SIAM Journal on Computing,
30(4):1253–1298, 2000.

[394] Paul Mitchell. The United Kingdom: plurality rule under siege. In Michael
Gallagher and Paul Mitchell, editors, The Politics of Electoral Systems, pages
157–184. Oxford University Press, 2005.

[395] Ester Moher, Jeremy Clark, and Aleksander Essex. Diffusion of voter respon-
sibility: Potential failings in E2E voter receipt checking. USENIX Journal of
Election Technology and Systems (JETS), 1, 2014.

[396] David Molnar, Tadayoshi Kohno, Naveen Sastry, and David Wagner. Tamper-
evident, history-independent, subliminal-free data structures on prom storage-
or-how to store ballots on a voting machine. In IEEE Symposium on Security
and Privacy, pages 6–pp. IEEE, 2006.

[397] Tal Moran and Moni Naor. Receipt-free universally-verifiable voting with
everlasting privacy. In Advances in Cryptology-CRYPTO 2006, pages 373–
392. Springer, 2006.

[398] Tal Moran and Moni Naor. Split-ballot voting: everlasting privacy with dis-
tributed trust. ACM Transactions on Information and System Security (TIS-
SEC), 13(2):16, 2010.

[399] Dan Morrell. Secret Ballots, Verifiable Votes, May-June 2010.
http://harvardmagazine.com/2010/05/secret-ballots-
verifiable-votes.

[400] Robert G Moser. Electoral systems and the number of parties in postcommu-
nist states. World Politics, 51:359–384, 1999.

[401] Mozilla wiki. Security/server side TLS configuration guide. https://
wiki.mozilla.org/Security/Server_Side_TLS.



References � 439

[402] Judith Murray. Usability testing for end-to-end verifiable internet voting
project feasibility study. Publication Pending, 2015.

[403] Satoshi Nakamoto. Bitcoin: A peer-to-peer electronic cash system, May 24
2009. (Posted on Cryptography Mailing List at metzdowd.com).

[404] Mridul Nandi, Stefan Popoveniuc, and Poorvi L Vora. Stamp-it: a method for
enhancing the universal verifiability of e2e voting systems. In Information
Systems Security, pages 81–95. Springer, 2010.

[405] Moni Naor and Adi Shamir. Visual cryptography. In Advances in Cryptology–
EUROCRYPT’94, pages 1–12. Springer, 1995.

[406] C Andrew Neff. A verifiable secret shuffle and its application to e-voting. In
ACM conference on Computer and Communications Security, pages 116–125.
ACM, 2001.

[407] Stephan Neumann, Jurlind Budurushi, and Melanie Volkamer. Analysis of se-
curity and cryptographic approaches to provide secret and verifiable electronic
voting. In Design, Development, and Use of Secure Electronic Voting Systems.
IGI Global, 2014.

[408] Stephan Neumann, Christian Feier, Melanie Volkamer, and Reto E Koenig.
Towards a practical jcj/civitas implementation. IACR Cryptology ePrint
Archive, 2013:464, 2013.

[409] Stephan Neumann, Oksana Kulyk, and Melanie Volkamer. A usable android
application implementing distributed cryptography for election authorities.
In International Conference on Availability, Reliability and Security (ARES),
pages 207–216. IEEE, 2014.

[410] Stephan Neumann, M Maina Olembo, Karen Renaud, and Melanie Volkamer.
Helios verification: To alleviate, or to nominate: Is that the question, or shall
we have both? In Electronic Government and the Information Systems Per-
spective (EGOVIS), pages 246–260. Springer, 2014.

[411] Stephan Neumann and Melanie Volkamer. Civitas and the real world: Prob-
lems and solutions from a practical point of view. In International Conference
on Availability, Reliability and Security (ARES), pages 180–185. IEEE, 2012.

[412] Glenn M Newkirk. Trends in American trust in voting technology. Technical
report, whitepaper for InfoSENTRY Services, 2008.

[413] NewsGram. EVM controversy: VVPAT to be used as Delhi votes
tomorrow, February 6, 2015. http://www.newsgram.com/evm-
controversy-and-vvpat-in-delhi/.

[414] Jairo M Nicolau. Brazil: Democratizing with majority runoff. In Josep M
Colomer, editor, Handbook of Electoral System Choice, pages 121–132. Pal-
grave Macmillan, 2004.



440 � References

[415] Valtteri Niemi and Ari Renvall. How to prevent buying of votes in com-
puter elections. In Advances in Cryptology–ASIACRYPT’94, pages 164–170.
Springer, 1995.

[416] Kees Niemoller. Experiences with voting machines in the Netherlands
and in Germany. In Commission on Electronic Voting, editor, Secrecy,
Accuracy and Testing of the Chosen Electronic Voting System. Interim
report. Appendix 2K, pages 327–348. Commission on Electronic Voting,
2004. wijvertrouwenstemcomputersniet.nl/images/a/a2/
Bijlage_over_Nederland_bij_rapport_Ierse_commissie.
pdf.

[417] NIST. Accessibility and Usability Considerations for UOCAVA Remote
Electronic Voting Systems. Gaithersburg: National Institute of Standards
and Technology (NIST), 2011. http://www.eac.gov/assets/
1/Documents/Usability\%20Accessibility\%20for\
%20Remote\%20Voting\%20Systems\%202011-02-14\%20v3-
final.pdf.

[418] C Andrew NNeff. Practical high certainty intent verification for encrypted
votes. vote-here (2004), 2004. http://www.votehere.net/vhti/
documentation.

[419] Lawrence Norden, David Kimball, Whitney Quesenbery, and Mar-
garet Chen. Better Ballots. New York: Brennan Center for Jus-
tice, 2008. http://www.brennancenter.org/sites/default/
files/legacy/Democracy/Better\%20Ballots.pdf.

[420] Donald F Norris. Maryland registered voters’ opinions about voting and vot-
ing technologies. Technical report, National Center for the Study of Elections
of the Maryland Institute for Policy Analysis & Research University of Mary-
land, Baltimore County, 2006.

[421] Notimerica. Mexico to use electronic voting in presidential elections. 2015.
http://www.notimerica.com/politica/noticia-mexico-
probara-voto-electronico-elecciones-presidenciales-
20150601213118.html. Title translated from Spanish.

[422] NSW Electoral Commission. 2015 legislative council—final distribution
of preferences. http://vtr.elections.nsw.gov.au/lc-home.
htm#lc/state/dop/dop_index.

[423] NSW Electoral Commission. Index of iVote reports. http:
//www.elections.nsw.gov.au/about_us/plans_and_
reports/ivote_reports.

[424] NSW Electoral Commission. iVote threat analysis and risk assess-
ment, January 2014. http://www.elections.nsw.gov.au/



References � 441

__data/assets/pdf_file/0008/175760/NSW_Election_-
_iVote_Threat_Analysis_and_Risk_Assessment_v3.0.pdf.

[425] NSW Electoral Commission. iVote system security implementa-
tion statement, March 2015. http://www.elections.nsw.
gov.au/__data/assets/pdf_file/0007/193219/iVote-
Security_Implementation_Statement-Mar2015.pdf.

[426] Marianne Wiik Øberg. Improving the Norwegian internet voting protocol.
Master’s thesis, Norwegian University of Science and Technology, June 2011.

[427] OSCE / ODIHR. The Netherlands. Parliamentary Elections 22 Novem-
ber 2006. OSCE/ODIHR Election Assessment Mission Report. Warsaw:
OSCE / ODIHR, 2007. http://www.osce.org/odihr/elections/
netherlands/24322.

[428] Council of Europe. Legal, Operational and Technical Standards for E-Voting,
Recommendation Rec(2004)11 adopted by the Committee of Ministers of the
Council of Europe on 30 September 2004 and Explanatory Memorandum.
2004.

[429] Council of Europe. E-Voting Handbook: Key steps in the implementation of
e-enabled elections. 2010.

[430] Council of Europe. Certification of e-voting systems: Guidelines for devel-
oping processes that confirm compliance with prescribed requirements and
standards. 2011.

[431] Council of Europe. Guidelines on transparency of e-enabled elections. 2011.

[432] General Secretariat of the Organization of American States. Observing
the Use of Electoral Technologies: A Manual for OAS Electoral Ob-
servation Missions. Organization of America States, 2010. https:
//www.oas.org/es/sap/docs/Technology\%20English-
FINAL-4-27-10.pdf.

[433] Title 29 of the United States Code. Vocational rehabilitation act, 1973. § 794d,
Section 508.

[434] Ohio Secretary of State’s Office. Evaluation and Validation of Election-
Related Equipment, Standards and Testing (EVEREST), 2007. http://
siis.cse.psu.edu/everest.html.

[435] Stephen C ohlig and Martin E Hellman. An improved algorithm for computing
logarithms over gf(p) and its cryptographic significance (corresp.). Informa-
tion Theory, IEEE Transactions on, 24(1):106–110, Jan 1978.

[436] Urmas Oja. Paavo Pihelgas: Elektroonilise hääletamise vaatlemine on lihtsalt
võimatu, 2011. http://forte.delfi.ee/news/digi/paavo-
pihelgas-elektroonilise-haaletamise-vaatlemine-on-
lihtsalt-voimatu.d?id=41933409. In Estonian.



442 � References

[437] Tatsuaki Okamoto. An electronic voting scheme. In Advanced IT Tools, pages
21–30. Springer, 1996.

[438] Tatsuaki Okamoto. Receipt-free electronic voting schemes for large scale elec-
tions. In Security Protocols Workshop, pages 25–35. Springer, 1998.

[439] Ersin Öksüzoglu and Dan S Wallach. Votebox nano: A smaller, stronger fpga-
based voting machine (short paper). In USENIX/Accurate Electronic Voting
Technology Workshop/Workshop on Trustworthy Elections, 2009.

[440] M Maina Olembo, Karen Renaud, Steffen Bartsch, and Melanie Volkamer.
Voter, what message will motivate you to verify your vote. In Workshop on
Usable Security, USEC, 2014.

[441] Maina M Olembo, Steffen Bartsch, and Melanie Volkamer. Mental models
of verifiability in voting. In E-Voting and Identify, pages 142–155. Springer,
2013.

[442] Commission on Electronic Voting. Secrecy, Accuracy and Testing of the
Chosen Electronic Voting System. 2006. http://www.stdlib.net/
~colmmacc/www.cev.ie/htm/report/download_second.htm.
Second Report.

[443] ONPE. Electronic Voting History 1996-2004. Lima: Oficina Nacional de
Procesos Electorales (ONPE), 2011. http://www.web.onpe.gob.pe/
modEducacion/Publicaciones/dt-28.pdf. Title translated from
Spanish.

[444] ONPE. Electronic Voting in Practice: Perspectives and Dynamics From the
Experience of Local and Regional Elections 2014. Lima: Oficina Nacional de
Procesos Electorales (ONPE), 2014. http://www.web.onpe.gob.pe/
modEducacion/Publicaciones/L-0102.pdf. Title translated from
Spanish.

[445] Anne-Marie Oostveen and Peter Van den Besselaar. Internet voting tech-
nologies and civic participation: the users’ perspective. Javnost-the public,
11(1):61–78, 2004.

[446] Anne-Marie Oostveen and Peter Van den Besselaar. Security as belief. user’s
perceptions on the security of electronic voting systems. In A Prosser / Robert
Krimmer, editor, Electronic Voting in Europe: Technology, Law, Politics and
Society, volume P47 of (Col. “Lecture Notes in Informatics”), pages 73–
82. Bonn: Gesellschaft für Informatik, 2004. http://www.social-
informatics.net/ESF2004.pdf.

[447] Open Source Digital Voting Foundation. District of Columbia’s Board of
Elections and Ethics adopts open source digital voting foundation technology
to support ballot delivery, June 2010. http://www.businesswire.
com/news/home/20100622006238/en/District-Columbia%
E2%80%99s-Board-Elections-Ethics-Adopts-Open.



References � 443

[448] OSCE/ODIHR. Norway Parliamentary Elections 9 September 2013,
OSCE/ODIHR Election Assessment Mission Final Report. Warsaw:
OSCE / ODIHR, 2013. http://www.osce.org/odihr/elections/
109517?download=true.

[449] OSCE/ODIHR. Estonia. Parliamentary Elections 1 March 2015. OSCE
/ ODIHR Election Expert Team, Final Report. Warsaw: OSCE /ODIHR,
2015. http://www.osce.org/odihr/elections/estonia/
160131?download=true.

[450] OSCE/ODIHR. Swiss Confederation. Federal Assembly Elections 18 Oc-
tober 2015. OSCE / ODIHR Needs Assessment Mission Report. Warsaw:
OSCE / ODIHR, 2015. http://www.osce.org/odihr/elections/
switzerland/172056?download=true.

[451] Eric Pacuit. Voting methods. In Edward N Zalta, editor, The
Stanford Encyclopedia of Philosophy. Winter 2012 edition, 2012.
http://plato.stanford.edu/archives/win2012/entries/
voting-methods.

[452] Pascal Paillier. Public-key cryptosystems based on composite degree residu-
osity classes. In Advances in cryptology–EUROCRYPT’99, pages 223–238.
Springer, 1999.

[453] Choonsik Park, Kazutomo Itoh, and Kaoru Kurosawa. Efficient anonymous
channel and all/nothing election scheme. In Tor Helleseth, editor, Advances in
Cryptology — EUROCRYPT ’93, volume 765 of Lecture Notes in Computer
Science, pages 248–259. Springer Berlin Heidelberg, 1994.

[454] Brian Parno, Craig Gentry, Jon Howell, and Mariana Raykova. Pinocchio:
Nearly practical verifiable computation. In IEEE Symposium on Security and
Privacy, S&P ’13, pages 238–252, 2013.

[455] Nathanael Paul, David Evans, Avi Rubin, and Dan Wallach. Authentication
for remote voting. In Workshop on Human-Computer Interaction and Security
Systems, Fort Lauderdale, 2003.

[456] Nathanael Paul and Andrew S Tanenbaum. Trustworthy voting: From machine
to system. IEEE Computer, 42(5):23–29, 2009.

[457] Torben Pryds Pedersen. A threshold cryptosystem without a trusted party. In
Advances in Cryptology–EUROCRYPT’91, pages 522–526. Springer, 1991.

[458] Torben Pryds Pedersen. Non-interactive and information-theoretic secure ver-
ifiable secret sharing. In Advances in Cryptology–CRYPTO’91, pages 129–
140. Springer, 1992.

[459] Gonçalo David Martins Tourais Pereira. Scroll, match & vote: An e2e coer-
cion resistant mobile voting system. In EVOTE, pages 149–152. IEEE, 2014.



444 � References

[460] Birgit Pfitzmann and Andreas Pfitzmann. How to break the direct rsa-
implementation of mixes. In Advances in Cryptology–EUROCRYPT’89,
pages 373–381. Springer, 1990.

[461] W Pieters and MJ Becker. Ethics of e-voting: An essay on requirements and
values in internet elections. Ethics of New Information Technology: Proceed-
ings of the Sixth International Conference of Computer Ethics: Philosophical
Inquiry, pages 307–318, 2005.

[462] Gillian E Piner and Michael D Byrne. The experience of accessible voting
results of a survey among legally-blind users. In Proceedings of the Human
Factors and Ergonomics Society Annual Meeting, volume 55, pages 1686–
1690. SAGE Publications, 2011.

[463] John M Pollard. Monte Carlo methods for index computation (mod p). Math-
ematics of Computation, 32(143):918–924, Jul 1978.

[464] Stefan Popoveniuc. Speakup: remote unsupervised voting. Industrial Track
ACNS, 2010.

[465] Stefan Popoveniuc and Ben Hosp. An introduction to Punchscan. In Workshop
on Trustworthy Elections (WOTE), 2006.

[466] Stefan Popoveniuc, John Kelsey, Andrew Regenscheid, and Poorvi Vora. Per-
formance requirements for end-to-end verifiable elections. In International
conference on Electronic voting technology/workshop on trustworthy elec-
tions, pages 1–16. USENIX Association, 2010.

[467] Stefan Popoveniuc and David Lundin. A simple technique for safely using
Punchscan and prêt à voter in mail-in elections. In E-Voting and Identity,
pages 150–155. Springer, 2007.

[468] Stefan Popoveniuc and Poorvi L Vora. Remote ballot casting with captchas.
In Workshop on information and System Security, 2008.

[469] Nicolas Pouillard. Helios pull request #46, 2013. https://github.com/
benadida/helios-server/pull/46.

[470] Vladimir Pran and Patrick Merloe. Monitoring electronic technologies in elec-
toral processes. National Democratic Institute, 2007.

[471] prometheus. Monitoring electronic technologies in electoral processes.
Github repository, June 2015. https://github.com/prometheus-
ar/vot.ar.

[472] Estat Propi. Declared innocent the journalist who impersonated Alberto Fer-
nández Díaz during the popular consultation on diagonal avenue ... Racó
Català, February 23rd, 2013. http://ves.cat/mfkl. Title translated
from Catalan.



References � 445

[473] Niels Provos, Markus Friedl, and Peter Honeyman. Preventing privilege esca-
lation. In USENIX Security, volume 3, 2003.

[474] PSDB. Auditoria do PSDB nas urnas eletrônicas mostra que sistema eleitoral
brasileiro é vulnerável, November 4, 2015. http://www.psdb.org.
br/auditoria-do-psdb-nas-urnas-eletronicas-mostra-
que-sistema-eleitoral-brasileiro-e-vulneravel/. In
Portuguese.

[475] RABA Technologies. Trusted agent report: Diebold AccuVote-TS voting sys-
tem, 2004. http://www.raba.com/press/TAReportAccuVote.
pdf.

[476] Douglas W Rae. The Political Consequences of Electoral Laws. Yale Univer-
sity Press, New Haven, 1967.

[477] Kim Ramchen and Vanessa Teague. Parallel shuffling and its application to
prêt à voter. In USENIXAccurate Electronic Voting Technology Workshop,
2010.

[478] Brian Randell and Peter Y A Ryan. Voting technologies and trust. IEEE
SECURITY & PRIVACY, 4(5):0050–56, 2006.

[479] Steven R Reed. Japan: haltingly toward a two-party system. In Michael Gal-
lagher and Paul Mitchell, editors, The Politics of Electoral Systems, pages
277–294. Oxford University Press, 2005.

[480] Ben Reilly, Andrew Ellis, and Andrew Reynolds. Electoral system design: the
new international IDEA handbook. International Institute for Democracy and
Electoral Assistance, 2005.

[481] Benjamin Reilly. Social choice in the south seas: Electoral innovation and
the Borda count in the Pacific island countries. International Political Science
Review, 23(4):355–372, 2002.

[482] Eric Rescorla. Understanding the security properties of ballot-based verifi-
cation techniques. In Electronic Voting Technology Workshop/Workshop on
Trustworthy Elections, volume 1, 2009.

[483] Pedro A D Rezende. Electronic elections: a balancing act. In Towards trust-
worthy elections, pages 124–140. Springer, 2010.

[484] Timothy S Rich. Evaluating South Korea’s mixed legislative system: A cross-
national analysis of district competition. Korea Observer, 44(3):365, 2013.

[485] Ronald L Rivest. Electronic voting. In Financial Cryptography, volume 1,
pages 243–268, 2001.

[486] Ronald L Rivest. On the notion of ‘software independence’ in voting systems.
Philosophical Transactions of The Royal Society A, 366(1881):3759–3767,
August 6, 2008.



446 � References

[487] Ronald L Rivest and Warren D Smith. Three voting protocols: Threeballot,
vav, and twin. In USENIX Workshop on Accurate Electronic Voting Technol-
ogy, volume 16. USENIX Association, 2007.

[488] Ronald L Rivest and John P Wack. On the notion of “software independence”
in voting systems, July 28, 2006. http://vote.nist.gov/SI-in-voting.pdf.

[489] E Arthur Robinson Jr and Daniel H Ullman. A Mathematical Look at Politics.
CRC Press, Taylor & Francis, 2010.

[490] Tom Roeder. Pyrios library, 2014. https://github.com/google/
pyrios/.

[491] Jörg Rothe and Irene Rothe. Economics and Computation: An Introduction to
Algorithmic Game Theory, Computational Social Choice, and Fair Division.
Springer, 2015.

[492] Avi Rubin. Security considerations for remote electronic voting over the In-
ternet. http://avirubin.com/e-voting.security.html.

[493] Avi Rubin. Brave New Ballot. New York: Morgan Road Books, 2006. http:
//www.bravenewballot.org.

[494] Peter Y A Ryan. A variant of the chaum voter-verifiable scheme. Techni-
cal Report CS-TR-864, University of Newcastle upon Tyne School of Com-
puting Science, October 2004. http://www.cs.newcastle.ac.uk/
publications/trs/papers/864.pdf.

[495] Peter Y A Ryan. Human readable paper verification of Prêt à Voter. Technical
Report CS-TR-966, Newcastle University, 2006.

[496] Peter Y A Ryan. Human readable paper verification of Prêt à Voter. Technical
Report CS-TR-1038, Newcastle University, 2007.

[497] Peter Y A Ryan. Putting the human back in voting protocols. In Security
Protocols Workshop, pages 20–25. Springer, 2009.

[498] Peter Y A Ryan. Prêt à voter with confirmation codes. In USENIX Electronic
Voting Technology Workshop, 2011.

[499] Peter Y A Ryan, David Bismark, James Heather, Steve Schneider, and Zhe
Xia. Prêt à voter: a voter-verifiable voting system. IEEE Transactions on
Information Forensics and Security, 4(4):662–673, 2009.

[500] Peter Y A Ryan and Jeremy Bryans. A simplified version of the chaum voting
scheme. Technical Report CS-TR-843, Newcastle University, 2004.

[501] Peter Y A Ryan and Thea Peacock. Prêt à Voter: A system perspective.
Technical Report CS-TR-929, University of Newcastle upon Tyne School of
Computing Science, September 2005. http://www.cs.ncl.ac.uk/
research/pubs/trs/papers/929.pdf.



References � 447

[502] Peter Y A Ryan and Thea Peacock. A threat analysis of prêt à voter. In
Towards Trustworthy Elections, pages 200–215. Springer, 2010.

[503] Peter Y A Ryan and Steve Schneider. Prêt à Voter with re-encryption
mixes. Technical Report CS-TR-956, University of Newcastle upon Tyne
School of Computing Science, April 2006. http://www.cs.ncl.ac.
uk/research/pubs/trs/papers/956.pdf.

[504] Peter Y A Ryan and Steve Schneider. Prêt à voter with re-encryption mixes.
In ESORICS, number 4189 in LNCS. Springer-Verlag, 2006.

[505] Peter Y A Ryan and Vanessa Teague. Ballot permutations in prêt à voter. In
USENIX/ACCURATE Electronic Voting Technology Workshop, 2009.

[506] Peter Y A Ryan and Vanessa Teague. Pretty good democracy. In Security
Protocols Workshop XVII, pages 111–130. Springer, 2013.

[507] Thomas Saalfeld. Germany: stability and strategy in a mixed-member propor-
tional system. In Michael Gallagher and Paul Mitchell, editors, The Politics
of Electoral Systems, pages 209–229. Oxford University Press, 2005.

[508] Kazue Sako and Joe Kilian. Receipt-free mix-type voting scheme. In Ad-
vances in Cryptology–EUROCRYPT’95, pages 393–403. Springer, 1995.

[509] Bassel F Salloukh. The limits of electoral engineering in divided soci-
eties: elections in postwar Lebanon. Canadian Journal of Political Science,
39(03):635–655, 2006.

[510] Daniel Sandler, Kyle Derr, and Dan S Wallach. Votebox: A tamper-evident,
verifiable electronic voting system. In USENIX Security Symposium, vol-
ume 4, page 87, 2008.

[511] Daniel Sandler and Dan S Wallach. Casting votes in the auditorium.
In USENIX/ACCURATE Electronic Voting Technology Workshop (EVT’07),
2007.

[512] Daniel Sandler and Dan S Wallach. The case for networked remote voting
precincts. EVT, 8:1–7, 2008.

[513] David E Sanger. Obama order sped up wave of cyberattacks against Iran.
The New York Times, June 1, 2012. http://www.nytimes.com/
2012/06/01/world/middleeast/obama-ordered-wave-of-
cyberattacks-against-iran.html.

[514] Bo Särlvik. Party and electoral system in Sweden. In Bernard Grofman and
Arend Lijphart, editors, The Evolution of Electoral and Party Systems in the
Nordic Countries, page 225. Algora Publishing, 2007.

[515] Mark Allen Satterthwaite. Strategy-proofness and Arrow’s conditions: Exis-
tence and correspondence theorems for voting procedures and social welfare
functions. Journal of Economic Theory, 10(2):187–217, 1975.



448 � References

[516] Steve Schneider, Morgan Llewellyn, Chris Culnane, James Heather, Sriramkr-
ishnan Srinivasan, and Zhe Xia. Focus group views on prêt à voter 1.0. In
Workshop on Requirements Engineering for Electronic Voting Systems, pages
56–65, 2011.

[517] Claus-Peter Schnorr. Efficient signature generation by smart cards. Journal of
cryptology, 4(3):161–174, 1991.

[518] Guido Schryen and Eliot Rich. Security in large-scale internet elections: A ret-
rospective analysis of elections in Estonia, the Netherlands, and Switzerland.
IEEE Transactions on Information Forensics and Security, 4(4):729–744, Dec
2009.

[519] Markus Schulze. A new monotonic, clone-independent, reversal symmetric,
and condorcet-consistent single-winner election method. Social Choice and
Welfare, 36(2):267–303, 2011.

[520] Bryan P Schwartz and Dan Grice. Establishing a legal framework for e-voting
in canada. Man. LJ, 36:301, 2012.

[521] Science Applications International Corporation. Risk assessment report:
Diebold AccuVote-TS voting system and processes (unredacted), 2003.
http://www.bradblog.com/?p=3731.

[522] Bock Segaard, Dag Arne Christensen, Bjarte Folkestad, and
Jo Saglie. Internettvalg: Hva gjør og mener velgerne?, 2014.
https://www.regjeringen.no/globalassets/upload/
kmd/komm/rapporter/isf_internettvalg.pdf. In Norwegian.

[523] Hovav Shacham. The geometry of innocent flesh on the bone: Return-into-
libc without function calls (on the x86). In ACM conference on Computer and
communications security (CCS’07), pages 552–561. ACM, 2007.

[524] Daniel Shanks. Class number, a theory of factorization, and genera. In Sym-
posium on Pure Math, volume 20, pages 415–440, 1971.

[525] Alan T Sherman, Richard Carback, David Chaum, Jeremy Clark, John Con-
way, Aleksander Essex, Paul S Herrnson, Travis Mayberry, Stefan Popove-
niuc, Ronald L Rivest, Anne Sergeant, Emily Shen, Bimal Sinha, and Poorvi
Vora. Scantegrity mock election at Takoma Park (summary), October 2009.
NIST End-to-End Voting Systems Workshop.

[526] Alan T Sherman, Richard T Carback, David Chaum, Jeremy Clark, Alek-
sander Essex, Paul S Hernson, Travis Mayberry, Stefan Popoveniuc, Ronald L
Rivest, Emily Shen, Bimal Sinha, and Poorvi L Vora. Scantegrity mock elec-
tion at Takoma Park. In EVOTE, 2010.

[527] Alan T Sherman, Russell A Fink, Richard Carback, and David Chaum.
Scantegrity iii: automatic trustworthy receipts, highlighting over/under votes,



References � 449

and full voter verifiability. In Conference on Electronic voting technol-
ogy/workshop on trustworthy elections, pages 7–7. USENIX Association,
2011.

[528] Victor Shoup and Rosario Gennaro. Securing threshold cryptosystems against
chosen ciphertext attack. Journal of Cryptology, 15(2):75–96, 2002.

[529] Matthew Shugart and Martin P Wattenberg. Mixed-Member Electoral Sys-
tems: The Best of Both Worlds? Oxford University Press, 2001.

[530] Gustavus J Simmons. The prisoners’ problem and the subliminal channel. In
Advances in Cryptology, pages 51–67. Springer, 1984.

[531] Barbara Simons. Report on the Estonian Internet voting system. Verified Vot-
ing Blog, September 3, 2011. https://www.verifiedvoting.org/
report-on-the-estonian-internet-voting-system-2/.

[532] Matt Smart and Eike Ritter. True trustworthy elections: remote electronic
voting using trusted computing. In Autonomic and Trusted Computing, pages
187–202. Springer, 2011.

[533] Benjamin Smith, Sharon Laskowski, and Svetlana Lowry. Implications of
graphics on usability and accessibility for the voter. In E-Voting and Identity,
pages 54–74. Springer, 2009.

[534] Eivind Smith. Secret electronic vote? Lov og rett: Norsk Juridisk Tidsskrift,
49(6):307–323, 2010. title translated from Norwegian.

[535] Drew Springall, Travis Finkenauer, Zakir Durumeric, Jason Kitcat, Harri
Hursti, Margaret MacAlpine, and J Alex Halderman. Security analysis of
the Estonian Internet voting system. In ACM Conference on Computer and
Communications Security, CCS’14, pages 703–715. ACM, 2014.

[536] Oliver Spycher, Reto Koenig, Rolf Haenni, and Michael Schläpfer. A new ap-
proach towards coercion-resistant remote e-voting in linear time. In Financial
Cryptography and Data Security, volume 7035, page 182. Springer Science
& Business Media, 2012.

[537] Sriramkrishnan Srinivasan, Chris Culnane, James Heather, Steve Schneider,
and Zhe Xia. Countering ballot stuffing and incorporating eligibility verifi-
ability in Helios. In Network and System Security (NDSS), pages 335–348.
Springer, 2014.

[538] Richard P Stanley. Enumerative combinatorics. vol. 2, volume 62 of cam-
bridge studies in advanced mathematics, 1999.

[539] Emily Stark, Mike Hamburg, and Dan Boneh. Stanford javascript crypto li-
brary. http://bitwiseshiftleft.github.io/sjcl/.



450 � References

[540] Philip B Stark. Super-simple simultaneous single-ballot risk-limiting audits.
In Electronic Voting Technology Workshop/Workshop on Trustworthy Elec-
tions (EVT/WOTE’10), 2010.

[541] Philip B Stark and David Wagner. Evidence-based elections. Security &
Privacy, IEEE, 10(5):33–41, 2012.

[542] Paul Stenbjorn. An overview and design rationale memo, September 2010.
http://www.dcboee.us/dvm/DCdVBM-DesignRationale-
v3.pdf.

[543] Ida Sofie Gebhardt Stenerud and Christian Bull. When reality comes knock-
ing Norwegian experiences with verifiable electronic voting. In Electronic
Voting, volume P-205 of (Col. “Lecture Notes in Informatics-LNI”). Bonn:
Gesellschaft für Informatik, 2012.

[544] John Stewart. A banana republic? the investigation into electoral fraud by the
birmingham election court. Parliamentary Affairs, 59(4):654–667, 2006.

[545] Stichting Wij Vertrouwen Stemcomputers Niet. The Netherlands re-
turn to paper ballots and red pencils, October 2009. http://
wijvertrouwenstemcomputersniet.nl/English.

[546] Douglas R Stinson. Cryptography: theory and practice. CRC press, 2005.

[547] Susan Stokes, Thad Dunning, Marcelo Nazareno, and Valeria Br-
usco. What killed vote-buying in britain and the united states? 2012.
http://www.princeton.edu/csdp/online-community/
historical-theoretical-pe/What-Killed-Vote-Buying-
in-Britain-and-the-US.pdf.

[548] Nicolas Strauch and Robertas Pogorelis. Electoral systems: The link between
governance, elected members and voters. An OPPD publication on topical
parliamentary affairs, European Parliament – Office for Promotion of Parlia-
mentary Democracy, 2011.

[549] Supreme Court of India. Dr. Subramanian Swamy v. Election Commission
of India, civil appeal no. 9093 of 2013. Judgment, October 8, 2013. http:
//supremecourtofindia.nic.in/outtoday/9093.pdf.

[550] Vanessa Teague and J Alex Halderman. Security flaw in New South
Wales puts thousands of online votes at risk. Freedom to Tinker
blog, March 22, 2015. https://freedom-to-tinker.com/blog/
teaguehalderman/ivote-vulnerability/.

[551] Vanessa Teague and J Alex Halderman. Thousands of NSW elec-
tion online votes open to tampering, March 23, 2015. https:
//theconversation.com/thousands-of-nsw-election-
online-votes-open-to-tampering-39164.



References � 451

[552] Björn Terelius and Douglas Wikström. Proofs of restricted shuffles. In
Progress in Cryptology–AFRICACRYPT, pages 100–113. Springer, 2010.

[553] The portal of the Swiss government The Federal Council. Federal coun-
cil elections since 1848. https://www.admin.ch/gov/en/start/
federal-council.html.

[554] Procedures The Standards and Scottish Parliament Website Public Ap-
pointment Committee. Election of parliamentary posts. http://www.
scottish.parliament.uk.

[555] TNN. New EVMs to have paper trail. Times of India, January 20,
2012. http://timesofindia.indiatimes.com/india/New-
EVMs-to-have-paper-trail/articleshow/11561762.cms.

[556] Ian Traynor. Russia accused of unleashing cyberwar to disable Esto-
nia, May 17, 2007. http://www.theguardian.com/world/2007/
may/17/topstories3.russia.

[557] Ian Traynor. GCHQ: EU surveillance hearing is told of huge cyber-attack on
Belgian firm, October 3, 2013. http://www.theguardian.com/uk-
news/2013/oct/03/gchq-eu-surveillance-cyber-attack-
belgian.

[558] Georgios Tsoukalas, Kostas Papadimitriou, Panos Louridas, and Panayiotis
Tsanakas. From Helios to Zeus. The USENIX Journal of Election Technology
and Systems, 1(1):1–17, 2013.

[559] Jim Tyre. 2010 Pioneer Award winner Hari Prasad defends India’s
democracy. EFF Deeplinks Blog, November 1, 2010. https:
//www.eff.org/deeplinks/2010/11/2010-pioneer-award-
winner-hari-prasad-defends.

[560] European Union. Final Report. Presidential Election Venezuela
2006. Caracas: European Union Election Observation Mission, 2006.
http://eeas.europa.eu/eueom/pdf/missions/moe_ue_
venezuela_2006_final_eng.pdf.

[561] United Nations Office on Drugs and Crime. United nations convention against
corruption. 2005.

[562] Antti Vähä-Sipilä. A Report on the Finnish E-Voting Pilot. Helsinki:
Electronic Frontier Finland, 2009. http://www.effi.org/
system/files?file=FinnishEVotingCoEComparison_Effi_
20080801.pdf.

[563] Vabariigi Valimiskomisjon. Internet voting in Estonia, 2007. http://www.
vvk.ee/public/dok/Internet_Voting_in_Estonia.pdf.



452 � References

[564] Jeroen Van De Graaf. Voting with unconditional privacy by merging prêt à
voter and Punchscan. IEEE Transactions on Information Forensics and Secu-
rity, 4(4):674–684, 2009.

[565] Henk van der Kolk. Local electoral systems in Western Europe. Local Gov-
ernment Studies, 33(2):159–180, 2007.

[566] Carlos Vegas González. The new Belgian e-voting system. In Electronic
Voting, volume P-205 of (Col. “Lecture Notes in Informatics-LNI”), pages
199–211. Bonn: Gesellschaft für Informatik, 2012.

[567] Victorian Electoral Commission. Report to Parliament on the 2006 Victorian
State election, July 2007.

[568] Melanie Volkamer. Electronic voting in Germany. In Serge Gurwirth / Yves
Poullet / Paul de Hert, editor, Data protection in a Profiled World, pages 177–
191. Dordrecht: Springer, 2010.

[569] Melanie Volkamer and Rüdiger Grimm. Determine the resilience of evaluated
internet voting systems. In International Workshop on Requirements Engi-
neering for e-Voting Systems (RE-VOTE’09), pages 47–54. IEEE, 2010.

[570] Vot.ar: Sistema de boleta unica electrónica. http://www.vot-ar.com.
ar/. In Spanish.

[571] Jack Vowles. New Zealand: the consolidation of reform. In Michael Gallagher
and Paul Mitchell, editors, The Politics of Electoral Systems, pages 295–313.
Oxford University Press, 2005.

[572] Janna-Lynn Weber and Urs Hengartner. Usability study of the open audit
voting system Helios. INCLUDE, 2009.

[573] Michael Wei, Laura M Grupp, Frederick E Spada, and Steven Swanson. Re-
liably erasing data from flash-based solid state drives. In Proceedings of the
9th USENIX Conference on File and Storage Technologies, FAST’11, 2011.

[574] Wikipedia. Booth capturing. https://en.wikipedia.org/w/
index.php?title=Booth_capturing&oldid=689575624.

[575] Wikipedia. Results of the Indian general election, 2014. https:
//en.wikipedia.org/w/index.php?title=Results_of_
the_Indian_general_election,_2014&oldid=691240029.

[576] Douglas Wikström. A commitment-consistent proof of a shuffle. In Aus-
tralasian Conference on Information Security and Privacy (ACISP’09), pages
407–421. Springer, 2009.

[577] Douglas Wikström. User manual for the verificatum mix-net version 1.4. 0.
Verificatum AB, Stockholm, Sweden, 2013.



References � 453

[578] Scott Wolchok, Eric Wustrow, J Alex Halderman, Hari K Prasad, Arun
Kankipati, Sai Krishna Sakhamuri, Vasavya Yagati, and Rop Gonggrijp. Se-
curity analysis of India’s electronic voting machines. In ACM conference on
Computer and Communications Security, CCS’10, pages 1–14. ACM, 2010.

[579] Scott Wolchok, Eric Wustrow, Dawn Isabel, and J Alex Halderman. Attacking
the washington, dc internet voting system. In Financial Cryptography and
Data Security, pages 114–128. Springer, 2012.

[580] Peter Wolf and Nadia Handal Zander. The Use of Open Source Technology in
Elections. Stockholm: IDEA, 2014.

[581] Zhe Xia, Chris Culnane, James Heather, Hugo Jonker, Peter Y A Ryan, Steve
Schneider, and Sriramkrishnan Srinivasan. Versatile prêt à voter: Handling
multiple election methods with a unified interface. In Progress in Cryptology-
INDOCRYPT 2010, pages 98–114. Springer, 2010.

[582] Alec Yasinsac. Independent computations for safe remote electronic voting.
In Security Protocols Workshop XXI, pages 71–83. Springer, 2013.

[583] Ka-Ping Yee. Extending prerendered-interface voting software to support ac-
cessibility and other ballot features. In USENIX Workshop on Accurate Elec-
tronic Voting Technology, pages 5–5. USENIX Association, 2007.

[584] Ka-Ping Yee, David Wagner, Marti Hearst, and Steven M Bellovin.
Prerendered user interfaces for higher-assurance electronic voting. In
USENIX/ACCURATE Electronic Voting Technology Workshop, 2006.

[585] Adam Young and Moti Yung. Bandwidth-optimal kleptographic attacks. In
Cryptographic Hardware and Embedded Systems — CHES 2001, volume
2162 of Lecture Notes in Computer Science, pages 235–250. Springer Berlin
Heidelberg, 2001.

[586] Filip Zagórski, Richard T Carback, David Chaum, Jeremy Clark, Aleksander
Essex, and Poorvi L Vora. Remotegrity: Design and use of an end-to-end ver-
ifiable remote voting system. In Applied Cryptography and Network Security,
pages 441–457. Springer, 2013.

[587] Nickolai Zeldovich, Silas Boyd-Wickizer, and David Mazieres. Securing dis-
tributed systems with information flow control. In NSDI, volume 8, pages
293–308, 2008.


